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ABSTRACT

The increasing number of computer failures and crimes
has forced managers to tighten the control procedureas of
their EDP aystema. However the coat of an exhauative control
atrategy is often very expensive, and its effectiveness is
not guaranteed. This study designs and implements a Decisioﬂ
Support System that helps determine optimal control
procedurea for EDP systems (CEA-DSS).

The model base of the proposed DSS consists of various
techniques for eastimating computer exposurea. The latter
can be interactively analyzed via a Dialogue interface that
supporta tabular and graphic outputs. CEA-DSS also provides
extensive database management capabilities to keep track of
the diverse control problema. It is implemented in Pascal
for the IBM-PC.
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I. INTRODUCTION

A. DEFINITION OF THE PROBLEM

Management’s concern over adequate controls is useless
if the data processing syatem designeras, EDP auditors and
their managers, do not have the proper training and control
techniques to wutilize when designing or reviewing the
controls associated with computer systems.

No one has ever made a convincing estimate of the total
coat of intentional and unintentional loss-causing acts
associated with Electronic Data Processing (EDP) processes,
but it is clear that the cost is high. Recently, many
articles in profesasional journals as well as textbooks on
EDP controls have been published reaponding to the urgency
of protection and prevention of computer failures and
frauda. Most of these studies focus on the identification
of potential exposures, understanding of current control
technology and the elaboration of EDP audit trails. These
articles also refer to the importance of estimating costs
and benefits, the integration of different audit processes,
and the various natures of computer failures and correspond-
ing protection and prevention mneasures (Ref. 1 and 21.
However a more formalized methodology remainas to be desired.

As a consequence of thias lack of formalized framework,
the design of EDP control aystems frequently relies on
subjective estimations of the ‘EDP controller’ or the
‘evaluator’ for performing Cost-Effectiveness Analysis
(CEA). This approach has two major disadvantages. First, the
dense &and complex inter-relationships between potential
computer errors and related types of control procedures may
make difficult, if not impossible, for the EDP auditor to
capture the totality of the problem. Second, the combined
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use of control procedures may cause uncontrollable and
undesirable effects. For example, over-auditing reduces the
throughput of the comrputer system due to delays caused by
redundant control measures, or under-auditing reduces the

protection effectiveneas due to incumplete control measures.

B. THE NEED EFOR CONTROL AND SECURITY OF COMPUTER SYSTEMS

The management of an entity is responsible for
aestablishing and maintaining adegquate controls. The
establishment and maintenance of a system of controls is a
significant management obligation.

A complex on-line data communication-oriented system
consists of various combinations of hardware, software,
facilitieas, people, and the policiea and procedures that
interrelate these components. The many diverse components
and potential entry-pointa into a complex on-line system
make it poassible for a person, with sufficient technical or
applicationa knowledge, to enter the aystem and make
unauthorized manipulations of data, programs, or operational
procedures. Furthermore, control procedures for an on-line
asystem cut across many lines of responsibility within an
organization, creating a control problem in itself.

As the number of more sophﬁstiqated computer installa-
tions increases rapidly, computers  are taking- on
increasingly responsible work. The more vital the work of
the computer, the more important is to protect it from
failure and catastrophe, and from criminals and people
who misuse 1its power. The following are typical cases of
critical computer implementations (Ref. 31:

- A large cit uses a computer for contreolling its
police operations. All police vehicles and ambulances
are dispatched by men using terminals that inform them
of the current emergencies. If the computer system was
put out of action, many of the operations could not be

controlled.

- 747s approaching a congested airport are prevented
from colliding by a computerized air traffic control

AAAAAA




system. The air traffic density has been allowed to

KN increase to such a level that it could not be handled
' without the computer syatenm.

« A variety of nuclear weapon systems are under computer
control. The decision to launch a defensive nuclear
attack is made by men reacting quickly to information
from computer systems.

« Commercial data banks contain trade secrets and other
information that could be worth many millions of
dollars to the competitors.

Functions like these demand for data integrity, security
and privacy. The data processing function must not loose
vital data, introduce errors into them and permit unauthori-

zed persons to read or modify the data.

C. SCOPE OF THE THESIS

A conventional 1life cycle of a computer audit process
congsistas of the following six phases:

1. Information gathering.

2. Evaluation of current control technigue.
3. Identification of new control measures or gstrategies.
4. Selection of control astrategy.

S. Implementation.
6. Ex-poat evaluation. >
This thesis concentrates only on the fourth phase,
the selection of control strategy, attempting to apply the
Decision Support Systems (DSS)  technology into the cost

effectiveness auditing process.

D. OBJECTIVE

The objective of the thesis 18 to introduce a D3S for
CEA. This may help EDP auditors and computer center managers
to design succesasful EDP control and security systems, and
I monitor the effectiveness of the existing ones.

3 The issue of interactiveness seems to be critical in

this context since the process of controlling EDP systems is
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expected to be not frequent. The importance of interactive-

ness ias further accentuated when EDP controllers face a
large combination of controla. Assuming that the DSS
learning curve of the end-user is low to none, the proposed

DSS emphasizea on the user friendliness of the asysten.

E. CHAPTER OUTLINE

Chapter 2 gives a summary description of the CEA Model
that the DSS attempts to apply. The third chapter provides a
framework addressing user requirements and functions that
the DSS has to meet.

The fourth chapter is concerned about the detail design
of the Dialog Component of the system. The fifth chapter
diacuassea the design of the Model Component. The sixth
chapter deascribes the deaign of the Data Component, and the
seventh chapter focuses on the Database design which is part
of the Data Component.

The implementation of the DSS, along with implementation
problema encountered, is discussed in chapter 8. Chapter 9
givea an example of the system’s operation simulating
the selection of control atrategy procesaa.

Finally, possible future extensions of the proposed DSS

and concluding comments arae discussed in the last chapter.
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II. THE CEA MODEL

The purpose of a cost-effectiveness analysis is to
determine the most cost effective control astrategy to reduce
or eliminate potential errors and failures. It has been a
generally accepted view that CEA is best used when it is
integrated in the whole audit proceaa. Some definitions of
the basic concepts are necessary to the understanding of
the CEA Model [Ref. 41.

A. DEFINITIONS OF BASIC CONCEPTS

1. The Concept of Exposures

;* The key element to start a CEA is not control but
exposure. The concept of exposure is based on the assumption

that the degree of vulnerability of computer systems may be

i. reduced by enforcing EDP control measures, but cannot be
r totally eliminated due to some errors that remain unpredict-

ij able or unable to fully corrected.
W 2. Costs gi Controls

gﬁ Costs of EDP controls include all costs associated
with the design, implementation and use of the controls.

ﬂf: With experience gained in designing and implementing control

systems, the costs become easier to be identified and

quantified.
3. Benefits of Controls

The identification and gquantification of benefits
derived from control measures is very difficult. One way to
look at benefits is to interpret them as a function control

effectiveness.

le
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4. Effectiveness of Controls

The effectiveness of a control is the extent to
which thia control can reduce or minimize the probability
that an exposure occurs, reduce the damage if an exposure
happena, and/or recover quickly from a damage. Therefore
the reliability or performance of a control can be expresased
ag a percentage of control effectivenesas relative to the

related exposure.
S. Interdependencies between Controls

Often, a control, though primarily aimed at correct-
ing a specific exposure, may affect one or more other
exposuresa. Such interdependenciea may dramatically affect

the effectiveneas of an EDP control systen.

B. ASSUMPTIONS

The model assumes that the following conditions hold:

* Managers and ‘auditors have limited time and capital
resources for EDP controls.

* Each corporate computer system 1is characterized by
its specific and unique control structure.

. Independence between potential failures or errors
within a computer system.

« Each apglied control 1is expected to prevent, correct
or eliminate one or more potential errors, and/or
affect others positively or negatively.

* Costs for EDP controls are known and quantifiable .

C. SUMMARY DESCRIPTION OF THE MODEL

Table 1 lists all the variables involved in the mathema-
tic formulas of the model. The CEA Model consists of the
following steps:

1. Define all Possible Control Sets

e s, it m—————— e, gt S, S

A control set is simply a combination of different

available EDP controla. If there are n independent controls,

17
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o TABLE 1
Ei DEFINITION OF VARIABLES USED BY THE MODEL
-
-
:3 Symbol Description
m Number of potential errors or exposures
n Number of individual control activities
ai Control activity, wheré i =1 ton
ci Costa of implementing ai
S Number of control sets
s, Control set, where k =1 to S
°3 Potential error or exposure, whare ) = 1 tom
Pr(eJ) Probability that eJ occurs
dJ ' Amount of damage when eJ occurs
lJ Expected damage caused by eJ
fiJ Effectiveneas of control aj on exposure e
vi Expected benefits obtained from ai
Vk Expected benefits obtained from sk
Lk Expected loss resulted in using sk
Ck Coats of implementing sk
TCk Total coat aassociated with sk
18
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the maximum number of control sets is defined as follows:

n
S = Z [n! / (i! « (n - 1))
i=1

This combinatorial approach provides an exhaustive
identification of control sets. However, it may lead to a

huge amount of possible combinations, when n becomes big.

2. Compute Expected Cost due to EDP Exposures

Expected losses due to occurrence of EDP exposures
can be estimated using the weighted probability function,
the P.E.R.T. method under the Accounting definition, and/or
the ranking method.

Under the weighted probability, given an exposure,
the probability of its occurrence, and the amount of its
damage, the expected losa is defined as followsa:

lJ = Pr(eJ) . dJ

Under the P.E.R.T. method, given an exposure and the
smallest(llj). the most likely(lZJ) and the lurgest(lBJ)
estimated dollar losses if the exposure occurs, the expected
loss is defined as follows:

lJ = (11J + 12J + 133) / 6

The Ranking method is based on two types of subject-
ive rating sacales related to the Rank P and the Rank Q.
Rank P is the probability of occurrence of computer failures
and Rank Q ias the amount of damage caused by a potential
exposure. Given P and Q, the expected loss can be computed

aa followa:

(P+@-3)
o'P*e-3, 4

19
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o 3. Compute the Value of seach Control Activity

L A s e a5 aned
i «
.

The value of a control activity ai is defined as
the sum of the products between the expected amount of

damage 1J and the effectiveneas of ai on exposure eJ:

4. Compute the Total Value of each Control Set

SIS, S, S e S, A= s S

The calculation of the value of each control sst
muat take into consaideration joint effects of multiple

control activity on single exposure. For all ai contained

i H
n sk
n m if £ >0, f = 0,
T C(E 1. -~ £ M i) PJ
v i=1  3=1 J iJ for all p: ap € sk
k n m n
+ 2 (X (13-(1- n -(1-fi )3y if f f > 0,

J i3" Pl
for all i4p; a_ € s
P k

1 i=1

S. Compute the Total Expected Loss for sach Control Set

e e, N e s

The enforcement of control measures is likely to
reduce the probability of occurrence of computer failure
and, consequently, the expected loss. However the reduction
of expected loss is effective only on the exposures that are
affected by controls. The computation of expected losses
includes joint effects of control activities. Thus, for all

a 1in s o

i k
n m if £ > 0, £ = Q,
£z  Z (1 - £ ) il ) Pl
i=1  9=1 3 iJ for all p: a_ € s
p Kk
n m n
= - 4+ . - - -
Lk ifl (le(lj 1 121 1 fiJ)))) if fiJ' fpJ > 0,
for all 1#p; a_ € s
m P k
1 else
“]=lJ
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~. 6. Compute the Cost for sach Control Set

The cost of the control set Ck' is the sum of the

costs of the individual control activities in the set:

n
Ck = i§1c1 if ai < sk. k = 1,8

7. Compute the Benefit Cost Ratio for sach Control Set

The Cost Benefit Ratio of a control set sk can be
defined as the gross value of sk(step 4) divided by the
total cost of the set(astep 6):

BCR = VvV,  / C where k = 1,5

The total expected cost for the control set is the

sum of the total cost of control Ck plus the total expected

loaa?

TC = € + L where k = 1,5

9. Select the Optimal Control Set

The determination of an optimal control set depends
on the selection criterion adopted by EDP managers or
auditors. One can either choose the control set that minimi-
zes the total expected cost(TCkr) or the one that maximizes
the Benefit Cost Ratio(BCR). BCR represents the amount of

benefits obtained per unit of cost of the investment.

Figure 2.1 represents the whole process of the CEA
Model.
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Figure 2.1

The Process of the CEA Model
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ITI. THE DSS FRAMEWORK

The literature on DSS agree upon the emergence of the
three main componentas of a DSS: the Dialog component, the
Model component and the Data component. The separation of
these components can result in simplicity of development and
naintenance (Ref. S]l. Although these advantages are extreme-
ly desirable, there are cases where the complexity of the
model component makes the complete separation ineffective.

The CEA-DSS falls in that category becauase the nature of
the CEA Model requires a fairly complex and restrictive User
Interface. The Quick-hit development strategy, according to
which the DSS has been developed, consists of using the
latest technology to quickly design a low-cost syastem for
immediate pay-off [(Ref. 61].

A. THE ROLES AND FUNCTIONS QF THE CEA-DSS

From the decision maker point of view, the user may
expect CEA-DSS to perform the following functions:

- Save substantial amount of time to generate the
numerous alternative control combinations.

* Support him or her to evaluate the alternatives and
choose among them the alternative that fits better at
ghg p:rticular situation according to the available

udget.

. Provide the capability to monitor EDP control and
security systemsa in terms of Cost-Effectiveness.

. Provide graphical and tabular analyses to help the
deciasion maker select close alternatives.

From a system analysis viewpoint , CEA-DSS essentially
performs the roles of data analysis and generation of
expectaed coats and benefits of control strategies. Data

analysais also allows the decision maker to sort the data.
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B.

THE SYSTEM RESOURCES

Decision processes are dependent on variations 1in

decision makers, i.e. users, as well as types of problems or

taska. Observations on decision makers indicate that:

Many users have trouble describing a dec1510n making
process. They seem, instead, to rely on
conceptualizations, such as graphs or tables, when
making or explaining a decision [Ref. 7). Thus the DSS
must help the user to conceptualize a problem.

Users need memory aids [Ref. 8]. These memory aids
may be physical, such a&as scratch paper, memos, or
reports. The DSS should provide memory aids compatible

h their needs. Directories, databases, workspaces,
triggers are some typical memory aide the DSS should
provide the user.

Users have different styles, skills and knowledge
fRef. S)l. Therefore, if the DSS is designed to support
a sgspecific process, it would probably support a
apecific set of styles, skills and knowledge.

Users expect to exercise contrel over the DS5. Direct
control of the DSS allows the DSS to satisfy the
different styles mentioned above. The user must
understand what the DSS can do and be able to interpret
its outputs.




Iv. THE DIALOG COMPONENT

The dialog component is the most elegant part of the
DSS design. There are no absolute rules or algorithms for
the design process. It _is often left upon the intuition of
the designer to balance user requirements with system
requirements and provide the optimal dialog component.
The dialog component of the CEA-DSS consists, at least
conceptually, of the following three main units:
. The user interface.
. The intermodule linkage.

. The contrel.

A. THE USER INTERFACE

The user interface unit provides the 1link between the
user and the system. Its primary concern is to make the
syatem ‘user friendly’. Even if a DSS provides extremely
powerful functions, it may not be used if the user interface
is unacceptable.

For the CEA-D3SS a full screen frame is the standard
presentation of the system to the end-user. The user, having
only one screen ftormat to deal with, gets familiar with the
asystem faster.

The man-machine interaction is carried out through
menus, questions/answers, messages, input/output forms,

iraphics, printed reports and a help facility.

Fiqure 4.1 shows the frame of the CEA-D33. It is
divided 1nto the following areas:

The PROBLEM area. In this area appears the description
of the problem currently processed.
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« The ACTION area. This area informs the user about which
part of the aystem is currently acceasad.

« Thae WORK area. This is the place where the greatest
part of the dialog 18 accomplished. All the menus,
megssagea, input/output forms and the directory of the
DSS appear here.

. The SUBMENU/SELECTION area. In thia area appear
submenus in line format and the user is asked to make a
aelection. This area is alaso reserved for

quaestion/anawaers and the ‘preas any key..’ prompt,
re:inding the user that the aystem ia waiting for some
action.

EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
PROBLEM: ACTION:
WORK ARER
SUBMENU/SELECTION ARER Today Is: ¥/iHi/ 4k

Figure 4.1 The Frame of the CEA-DSS

2. he Menus

The menus of the CEA-DSS are organized in a four
level tree hierarchy. The root of the tree is the MAIN MENU
of the sayastem. From this menu can be called any menu that
belongs in the second level. The latter contains has the
DATABASE MENU, the MODEL MENU, and the SENSITIVITY ANALYSIS
MENU. The third level consists of the database submenu, the
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CONTROL STRATEGY MENU, the GRAPHICS MENU and the PRINT
MENU. Finally, in the fourth level there are the control

strategy, the graphica and print submenus. Figure 4.2 shows
the tree hierarchy of the menus.

One level at a time, upwards or downwards, is
allowed for the same branch of the tree. Changeas from one
branch to another require the control to be routed up to tpe
root of these two branches. Although this is a little
reatrictive for the user, it improves the indermodular
independence and, consequently, the overall control and
clarity in the systenm.

All the menus, submenus not included, have their own
help command which the user may use to get some useful
information about the area of the DSS he/she 1is currently

accessing. Most of the menus are discussed in Chapter 9.
3. Questions/Answers

There are a few questions/answers in the CEA-DSS.
They are used either in cases where the system must be
reassured that the user made the correct selection, or for

single data entries.

4. Messages

Messages, almost always, appear at the center of the
work area accompanied by a ‘beep’ sound. Messages, according
the reason of their initiation, fall into the following
three categories:

. Trigger Messages. These remind the user that certain
operations may need to be performed that the system
cannot accomplish.

. Informal messages. They inform the user about what
process is the system performing. The primary concern
of this category is to cover the gaps in the dialog
caused by time consuming processes.

. Error Messages. They are 1initiated when the user
supplies the system with 1incorrect entries. While
editing exposures or controls, ‘beep’ sounds notify the
user for entry errors.

27

. . - -
- ‘.:A.A.A.A..:LL-_..A_‘_.&.JQJ——.AW.AL:.J



ONIWENS ANIWANS ONIWANS

>
£
1]
&
o

N3N AN3W NN o

INI¥d S21HdYNO ADILUNLS 0N¥LINOD NN3IKANS 2 M_
e |
0 M
19
& :
[N . . b
o 2
2 QD N
€ o R
Y =
M .

AN3W SISATUNY ALIAILISNIS NN3W 13A0W NN3W 3sY9Y16a ~
™ B
e .-..‘
: g
o S
-d
L

AN3IW NIYW




All messages along with the reason that causes their

initiation are listed in Appendix A.

S. Input/output Forms

The system needs only three forms for its operation.
Two of them are input/output forms and one output form. One
input/output form is dedicated to the Control activities and
the other one to the Exposures. Both are used by the
Database Management Syatem for editing purposes. The output
form ia used by the Sengitivity Analysis for presenting
the moat effective or most coat effective Control Strategy.

Figure 4.3 shows the two input/output forma. Fields
filled with Xa indicate +that any character is valid, while
98 represent numeric characters only. Notice that the
control input/output form is a variable one. The number of
the "Effectiveness on Exposure'” fields that appear on the

form depends on the number of Exposures.

6. Graphics

The objective of the graphics part is to help the
user conceptualize the differences among alternatives over
the cost range he/she prefers. Graphics can also be used to
supply parameters for the operationa. For example, a point
selected on a graph can identify a key value that will be
used to retrieve detailed information. Representations like
curves and histograms are the most appropriate for this

particular application.
7. Printed Reports

Although not technically a part of the DSS, printed
reports are aimed to provide the user with an easy-to-read
summary of the processed problem. This summary consists of
the exposure table, .the control table and the listing of
the sets generated by the model. The user may select any of

these reports or all of them to be printed.
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PROBLEM: PROBLEM! ACTION: ADD EXPOSURE

Index:01 Descript ionz XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

WEIGHTED: Damage:$99999939 Probability:0.999

::‘w P.E.R.T: Smallest:$99999999 Most Likely:$99993999 Largest:$99999999
0
Z
W RANKS: Rank P:9,999 Rank 0:9.999
X Rank P Damage caused by error Rank @ Damage caused by failure
W 0 virtually impossible 0 negligible
; 1 might happen once 1n 400 years 1 about $10
_ ; 2 mght happen once i1n 40 years ¢ about $100
> 3  mght happen once 1n 4 years 3 anout $1,000
x 4 mght happen once 1n 100 days 4 apout $10, 000
; S might happen once 1n 10 gdays S  about $100, 000
8 6 mght happen once 1n | day € about $1,000,000 !
- 7 wight happen ten times a day 7 over $1,000,000
Y <
4o IS RECORD CORRECT(Y/N)? : Today Is: 8/19/1985
§
'3
- c
« i
o PROELEM: PROBLEMI } RCTION: ADD CONTROL

Ingex:01 Deseriptror: XXX XXX XXX XXX XXX XXX XXX XXX XAXAAL XXX
i Cost :$99999995

Effectiveness on Exposure 1: 0,999 Effectiveness on Exposure 13: 9.933
Effectiveness on Exposure &: 0.793 Effectiveness on Exposure l4: (. 999
Effectiveness on Exposure 3: (.999 Effectiveness on Exposure 15: (.79°
Effectiveness on Exposure 4: 0,999 Effectiveness on Exposure 16: 0.999
Effectiveness on Exposure 5: 0.999
Effectiveness on Exposure &: 0,999
Effectiveness on Exposure 7: 0,999
Effectiveness on Exposure 8: 0.933
tffectiveness ocn Exposure 3: 0,999
Effectiveness on txposure 10: 0,999
Effectiveress on Exposure 11: 0,999
Eftectiveress on Exposure 12: 0,999

.
{->

e e g e m e e ma - ——— i —— < s

e IS RECORD CORRECT(Y/N)? : E Togav Is: 8/19/1985
s

-

o

E;! Figure 4.3 Input/output Forms
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8. Help

The purpose of the help facility is to provide the
uaer with on-line information about the aspecific area of the
ayatem he/she is currently accessing. Each help, one for
each menu, is written in such a leval of detail that enables
its preaaentation in one full screen frame only. All help

documents appear in Appendix B.

B. THE INTERMODULE LINKAGE

This unit assures the liaisons with the model and the
data component. Usually, it is maintained by a set GOTO,
CASE and IF_THEN_ELSE statements. 1Its nature and structure
are highly dependent on the programming language and the

hardware configuration being used for the CEA-DSS.

C. THE CONTROL

On the one hand, as in section 3.B stated, users expect
to exercise control over the DSS. On the other hand, the
ayatem has to control its procesaes to assure an error free
operation, not affected by incorrect entries and requests.
The control unit is the part of the dialog component which
bridges these two requirementa. It is the filter hretween the
user interface and the intermodule linkage wunit. Validation
of input data and verification of user requests are its
primary functions. All the error messages are initiated by
this unit. Finally, it can be stated that the control unit
provides the boundarieg within which the user is allowed to

control the process.
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V. THE MODEL COMPONENT

The most important units of the model component are
the Model Base,the Model Base Managament, the Model executi-
on, the Sensitivity Analysia, the Dialog Interface and the

Data Interface.

A. THE MODEL BASE

The following five routines, required for the CEA Model,
are the content of the model base for the CEA-DSS. (The
mathematical definition of these methods was discussed in

section 2.0).

1.

~

he Weighted Method

This routine computes the expected cost due to EDP
exposures using the weighted probability function. It
retrieves the required data, directly from the data base,
manipulates the data and stores the results in memory for

subsequent computations.

e P.E.R,T. Method

2.

—

It is exactly the same with the Weighted Method
routine except that it uses the P.E.R.T. method to compute

the expected cost due to EDP exposures.

3. The Ranking Method

Similar to the others, it computes the expected cost

due to EDP exposures using the Ranking Method.

LAt an o e an Sn o e & on o0 S ah an /e
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“ 4. The Effective Control

f: The role of this routine is twofold: To compute the
ﬁi Value of each Control activity and, if possible, to reduce
;,‘ :..
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the number of the control activities that will be actually
used in the genaeration of the control sets. The routine,
having the results of one of the tree methods, retrieves,
directly from the database, data related to the Control
activitiea. For each Control, it computea first the value
and then, it compares that value with the associated cost.
If the value is greater that the coat, the result is sent to
a secondary storage for subsequent computations. If the
value is less or equal to the cost, the Control activity is

ignored.

S. The Control Sets

The output of the Effective Control routine is used
by the Control Sets to generate the control sets. For each
control set it computeas the steps 4 to 8 described in the
CEA model. If the Total Value of the set is greater than its
cost, the set is stored in the database for decision

analyses support, otherwise it is ignored.

B. THE MODEL BASE MANAGEMENT

The role of the Model Base Management is to coordinate
the model base and the data analysis functions. Since the
CEA-DSS is aimed to support only the model described in
Chapter II, the Model Base Management does not provide for
on-line modeling or model update and restructure.

Its moast important function is to enable the user to
utilize the model base fully for decision support and to
perform analysias of the results. This function is performed
by iterative rerun of the model.

Also, it is responsible to update the Problem record,
kept in the directory of CEA-DSS, with key information about
the model runs. Thus, any future reference to this problem
will not require any model execution, except if modifica-

tions take place on the initial data or on the cost range.
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C. MODEL EXECUTION

Contains statements to call routines <from the model
base. It controls the execution of the model assuring the

logical sequences of computation.

D. SENSITIVITY ANALYSIS

The Sensitivity Analysis unit helps the user analyze the
results of the model runs. It is directly controlled by the
dialog component. This unit conaiasts of all the routines
associated with graphic representationa, control astrategy
selection and hard copy reports.

Input data for the sensitivity analysis are the control
sets in the set files. As stated earlier, a model run may
produce thousands of control sets. Therefore, it is usual
several control sets to have exactly the same cost. Since
the amount of data is huge and the  analysis is primarily
based on costs, the control seta in a set file must be
indexed on their cost. This creates the requirement for the
database system to provide for direct file access and to

allow the existence of duplicate keys within the same index.

E. DIALOG INTERFACE

The model component is directly interfaced with the
dialog component in order the user to gain control over its
processes. He/she is able to select the desired statiastical
method and cost range for a model run and the cost range for

the data analysis process.

F. DATABASE INTERFACE

The model component is directly interfaced with the data
component. This enables the model component to create and
delete the set files where the generated control sets are

stored.
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VI. THE DATA COMPONENT

The data component consists of two main units. The
the Database Management System and the Databaase discussed

in the next chapter.

SVe g O IR AR
AR el P
P R P
e PR ,

A. THE DATABASE MANAGEMENT SYSTEM (DBMS)

The complexity of the Dialog component and the Model
component, as well as the effective and efficient operation
of the system lead to the selection of a Relational Database
ayatem. One characteristic of a Relational Database is the
use of fixed length records. However, variable length
records cannot be avoided. Since the data component requires
functions like addition, deletion and modification on data,
the elimination of modification anomalies seems to be of
high priority.

The DBMS provides capabilities for sequential, indexed
sequential and direct file accesa. Indexes are organized as
B-trees. In a B-tree, a data unit is accessed by using a
key. Any given key, primary key, is related to one and only
one data unit in a data file. The system permits also the
existence of duplicate keys or secondary keys, which are of
great importance for the sensitivity analysis as discussed

in the previous section.

B. FILES USED BY THE SYSTEM

Files 1in the system can be divided into three
categories, according to their initial creation:

. Files created by the data component. These are the
directory of the system and its index. The directory
contains all the problems available in the system’s
library indexed on their description. Duplicate problem
description is not permitted.

35




» Files initiated by the user. The Controls file and
the Exposures file fall in that category, indexed on
their ‘index’. Index is a unique key generated by the
DBMS for management purposes. It keeps trac of
mnodification anomalies and makes the user’s work
easier. Actually, it identifies the current position of
f?e ggta unit in the data file and NOT the data unit

self.

« Files created bz the model oxecution. Each time the
model is executed for a specific method, a set file is
created indexed on set cost. Duplicate keys are
necessary here because it 1s possible several sets to
have the same cost. These files cannot be modified by
the user or the systenm.

C. FILE CREATION/RETRIEVAL

The Data component has the flexibility to deal with
library of problems and not with only one problem. In order
to achieve that, it must have the ability to recognize and
retrieve the files related to the problem in request, or to
create filea for that problem, if i1t is not found in the
directory of the CEA-DSS. The algorithm followed 1is the
following:

» The director of the system has the fixed file name
PROBLEM’. The data file has the fixed filetype .
*DTA’and its index the ‘IDX’.

+ All the files created for one problem have as file
name the description of the problenm.

. The controls file has as filetype the ’‘DCL’ and its
index the “ICL’.

. The exposures file has as filetype the ’‘DXP’ and its
index the ‘IXP’.

. For the set files the algorithm used 1is more
complicated. Additionall{, the DBMS must be provided
with an identifier indicating the method to which the
set file refers. For that reason, the filetype for set
files is separated into to fields. The first one, one
character long, identifies the method, and the second
one, two characters long, identifies the data file or
the index. For the first field, the letters “"W’,’P’ and
R’ correspond to the Weighted,Pert and Ranking method.
For the second field, the ’DT’ denotes the data file
and the “IC’ the index file.
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VII. DATABASE DESIGN

To some extent, Database design is an intuitive and
L . artistic proceas. There is no algorithm for it. Typically,
it is an iterative process. During each iteration, the goal
is to get clogser to an acceptable design. The database

3 design is divided into two phases: logical design, where the

needs of user are specified, and the physical design, where
the logical design is mapped into the constrains of particu-

lar program and hardware products.

A. LOGICAL DATABASE DESIGN
1. Logical Database Records

The database of the CEA-DSS is required to maintain
four different kinds of records. The first one, the PROBLEM
record, is the data unit of the aystem’s directory. Each
problem has its own unique record. This record, except the
problem description, contains key information about the
most recent execution of the model on that problem. The
second, is the EXPOSURE record. This record containa the
description of the exposure and weights for the three
methods. The third, the CONTROL record, has the description,
the associated coast and elements indicating the effecti-

venesas of the control activity on different exposures. The

last, the SET record, is the output of the model execution
- and contains the combination of the control activities, and
[ the resulta of the model run. Field descriptions for the
ﬁi logical database recordé are shown in Table 2. |
E: Constraints on data items appear on Table 3. These
Ei constraints are 1limitations on the values that database can
;7 have. They are divided into three groups. Field constraints
;- limit the values that a given data element can have.
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TABLE 2
LOGICAL DATABASE RECORDS

Field

PROBLEM Record:

Problem_Deacription
Problem_Creator
Problem_Date
Controls_for_
Weighted_Method
Controls for_
P.E.R.T._Method
Controls_for_
Ranking_Method
Weighted_Method_
Total_Cost_of_Controls
P.E.R.T._Method_
Total_Cost_of_Controls
Ranking_Method
Total Coast_of_Controls

EXPOSURE Record:

Exposure_Description
Exposure_Dlamage
Exposure_Probability
Smaliest _Damage
Most_Likely_Damage
Larges:_Damage
Exposure_RankP
Exposure_kankQ

CONTROL Record:

Control_bDescription

Control _Cost

Control _Eftectivenesas_
on_Exposure

SET Record:

Set _combination
Expected_Benefita
Expected_Loss

Set _Cost

Expected Cosast
bBenefit _Cost _Ratio

Description

Alphanumeric, 8 characters
Alphabetic, 25 characters

Format MM/DD/YY

Numeric(integer),
Numeric(integer>,
Numeric(integer),
Numeric(integer),
Numeric(integer),

Numeric(integer),

Alphanumeric, 50
Numeric(integer),
Numericireal,, 5
Numeric(integer,,
Numeric(integer),
Numeric(integer.,
Numerict(real), S
Numeric(real), 5

Alphanumeric, S5O
Numerict(integer),

Numeric(real), 5

Numeric(binarvy),
Numeric(integer),
Numeric(integer),
Numeric(integer),
Numeric(integer),
Numeric(real), S

N

digits

V]

digits
2 digits
10 digzits
10 digits
10 digits

characters
8 digaits
digits

& digits
8 digits
£ digits
digaits
digits

characters
8 digits

digits

variable
10 digits
10 digats
10 digits
10 digats

digits
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TABLE 3
CONSTRAINTS FOR LOGICAL DATABASE RECORDS

Field Coﬁstraints:

Problem_Desascription must not be null
Controls_for_Weighted_Method must not be O
Controls_for_P.E.R.T._Method must not be O
Controls_for_Ranking_Method muast not be O
Expoaure_Probability must be from 0.000 to 0.999
Exposure_RankP must be from 0.000 to 7.000
Exposure_RankQ must be from 0.000 to 7.000
Control_Effectiveneas_on_Exposure from 0.000 to 0.999
Benefit_Coat_Ratio muat be greater than 1.000

Intrarecord Constraints:

REPRODUCED AT GOVERNMENT EXPENSE

Most_Likely_ Damade greater than Smallest_Damage

Largest _Damage greater than Most_Likely_Damage

Interrecord Constraints:

Problem_Description must be unigue
Exposure_Deacription may be unigue
Control_Description may be unigue

The number of Controls_for_Weighted_Method fields must
be equal or less than the numper of Control records.
The same must be true for the Controls _tor_P.E.K.T and
Ranking_Method.

The number of Control_ Effectivenesa _on_Exposure fields
must be equal to the number of Lxposure records.

The level of the Set _Combination must be equal or less
than the number otf Control records.
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Intrarecord conatraints limit values between fields within a
given record. Interrecord constrainta 1limit values between

fields in different recorda (Ref 10]}.
2. Logical Database Record Relationship

Figure 7.1 shows possible relationships among the
records uaed by CEA-DSS. Thiag figure 1is8 a data structure
diagram. Single/double arrow notation is uased to express a
one-to-many relationahip and double/double arrow represents

a many-to-many relationsahip.

PROBLEM

RE>RODUCED AT GOVERNMENT EXPENSE

EXPOSURE |e¢¢——PP CONTROL +e¢—————pp SET !

Figure 7.1 Data Structure Logical Diagram

The above complex network is further decomposed

into trees 1n order the database to be able to deal with
the data requirementa. Figure 7.2 showa the decomposition
of the complex network. It ia a four level tree structure
and represents relationahips according to the model apecifi-
cations. For clarity purpoae, the Exposure 18 represented

with the letter ‘E’ and the Control with the letter ‘C’.
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The dashed 1lines connecting sets with controls and controls
with expoaures indicate that it isa not necesaary for a aet
to include all the control activities or a control activity

to influence all the exposures.
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Figure 7.2 Decompoaition of the Data Structure

3. Data Manipulation in the CEA-DSS Database

The poasaible transactions and the data that the
transactione can change are listed in Table 4. Some transac-
tiona change data, aome add new data, some delete data and

aome are simple queries. Uueries are all the transactionsa in

the sensitivity analysis part. No data are modified.
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TABLE 4

POSSIBLE TRANSACTIONS FOR THE CEA-DSS

Transaction

NEW PROBLEM

DELETE PROBLEM

ADD EXPOSURE

ADD CONTROL

DELETE EXPOSURE

DELETE CONTROL

EDIT EXPOSURE
EDIT CONTROL

MODEL EXECUTION

Data or Tranaaction Involved

Add one record in the directory
Create Control and Exposure files
Add, at least, two Exposures and
two Control activitiesa

Erase Control and Exposure files
Erase any existing Set File

Remove the Problem record from
the directory

Erase the directory, if there is
not another problem in it
Add one record in the Exposure file

Update records in the Control file

Add one record in the Control file

Remove record from the Exposure file,
if it has more than two records

Remove references to this Exposure
from the Control records

Remove record from the Control file,
if it has more than two records

Modify record in the Exposure file
Modify record in the Control file
Erase any existing Set file for the
selected method.

Create Set file

Add Control Sets in the Set file

Update record of the current problenm
in the directory of the sysate
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B. PHYSICAL DATABASE DESIGN

During the second phase of the database design, the
physical design, a tranaformation takes place. The logical
achema ia transformed into the particular dapa constructs
that better satisfy the implementation requirements and

constraints.
1. Design Constraints

One implementation requirement for the CEA-D3S is to
be used on microcomputera. This requirement along with the
other requirements, discussed in the framework, introduce
the following constraints for the physical database design
phase:

. Integer numbers are not allowed in the system. All
numbers have to be of type real and will be stored
in the system as astrings of characters.

» The length of records in bytes must be limited as much
as possible because of microcomputer limitations.

»+ ©Since the size of the Control record depends on the
number of the Exposure records, the number of Exposures
for one problem may be 24 at maximum.

*+ The number of control activities for one problemr are
limited to 13 at maximum. Three model runs, one for
each method, for a problem havin 13 control

activities, may generate up to 24,576 set records.
These records need at least 3 Mbytes to be stored.

2. The Physical Schema

The Physical database records are slightly differen-
tiated from logical records to satisfy the design
constraintas. The field description of the records is shown
on Table S where all numerics are of type real and the
abbreviation ‘char’ instead of ‘character’ is used.

Keys are identified according to the data retrieval
requirements. The record relationships and constraints
emain the same as in the logical design.

The idea of having flat files 1in the database is

infeasible because of the model’s computational complexity.
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TABLE S
PHYSICAL DATABASE RECORDS

Description

Field
PROBLEM Record:
b Indexed on Problem_Desacription
z
L Problem_Description Alphanumeric, 8 char
* Problem_Creator Alphabetic, 25 char
w Problem_Date Format MM/DD/YY
- Controla_for_
> Weighted_Method Array(l1..13) of 2 char
_— Controls for_
s .E.R.T._Method Array(1..13) of 2 char
s Controls_f£for
« Ranking_Method Array(l1..13) of 2 char
W Weighted Method_
'S Total_Coat_of_Controls Numeric, 10 char
o P.E.R.T._Method_
Total_Cost_of_Controls Numeric, 10 char 3
< Ranking_Method
'0 Total_Cost_of_Controls Numeric, 10 char j
w |
2 EXPOSURE Record: |
=) Indexed on Exposure_Index !
. C \
c Exposure_Index Numeric, 2 char i
ﬁ Exposure_Description Alphanumeric, SO char i
> Exposure_Damage Numeric, 8 char
Exposure_Probability Numeric, S char
Smallest_Damage Numeric, 8 char
Most_Likely_Damage Numeric, 8 char
Largeat_Damage Numeric, 8 char
Exposure_RankP Numeric, 5 char
Expoaure_RankQ@ Numeric, S char
CONTROL Record:
Indexed on Control_Index
Control_Index Numeric, 2 char
Control_Description Alphanumeric, 50 char
Control_Cost Numeric, 8 char
Control _Effectiveneas_
on_Exposure(l..24) Numeric, S char
SET Record:
Indexed on Set_Coat
r,
- Set_combination Array(l..13) of 2 char
.- Expected_Benefits Numeric, 10 char
re Expected_Loas Numeric, 10 char
b Set_Cost Numeric, 10 char
< Expected_Value Numeric, 10 char
b Expected Cosat Numeric, 10 char
P Benefit_ Coat_Ratio Numeric, S char
xe
p.
o
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More specifically, the use of flat files should increase
dramatically the time required for a model run, something
undeairable for a DSS.

Variable length records are used instead. This
variability in length results in loas of storage capacity
because the record occupiesa space equal to its maximum
length regardless its actual length. This, off-course, is
the primary disadvantage of the variable length records, but
for that particular application is justified by the fact of

time savingsa.
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VIII. IMPLEMENTATION OF THE CEA-DSS

One of the objectives of the implementation phase is to

use the CEA-DSS with microcomputers.

A. THE PROGRAMMING LANGUAGE

The complexity of dialog and data component underline
the need for a structured programming language which can
support character manipulationsa, acreen management and, to
some degree, mathematic calculations. Turbo Pascal

(Version 2.0) was chosen for this particular implementation.

B. SUPPORTING PACKAGES

Turbo Access Toolbox (Version 1.00) is used for the
database management system. Turbo Access provides for
sequential, indexed sequential and direct file access,
allowing and the existence of duplicate keys in an index
file. Turbo Graphix Toolbox (Version 1.00A) is used for the
graphics part of the systemn.

C. THE DATA FLOW IN THE CEA-DSS

In order to deal with the high complexity of the data
and transaction flow, it was necessary to divide the system
from the beginning into four major areas. This helped to
draw the initial diagrams. Using these diagrams as the base,
after reviews and refinements, the final software structure

was deriveua. These four areas are the following:
1. The Main Area
This area contains data flows and transactions

occurring from the initialization of the system until the
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main menu appear on the screen and the user make his/her
selection. Figure 8.1 ahows the refined flow diagram of the

main area.
2. The Database

Figures 8.2, 8.3 and 8.4 are the flow diagrams of
this area. It contains transactions and data flows related
to the database management system, like updating control and

exposure files, switching problems, and deleting problems.

3. The Model

The model area diagram, Figure 8.5, describes all
the operations of the model execution. Figure 8.6, presents
in detail the data flow during the generation of the control
seta. This ias the most important and most complex part of
the CEA model and 1is included here for maintenance and

future modification or improvement purposes.

4. The Sensitivity Analysis Area

Transactions and data flows associated with the
decision support part of the CEA-DSS are 1illustrated in
Figures 8.7, 8.8 and 8.9.

D. SOFTWARE STRUCTURE

The refined software structure, Figure 8.10, is a
rearrangement of the flow diagrams from the perspective of
the flow of control 1in the system. The requirement for the
user to acceas control over the whole process, underlines
the need for a hierarchical flow of control among the
various processes of the aystem. Top-down is considered as
the most effective design for the CEA-DSS since it results
in a modular and highly cohesive software structure,.
Modularity and high cohesion facilitate the coding and

maintenance phases.
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E. IMPLEMENTATION PROBLEMS

The most serious implementation problems are problems
associated with the memory management of a microcomputer. .
The capacity of the memory dedicated to the Central
Procesaing Unit (CPU) is 64 Kbyteas for a microcomputer.
Conaequently, the saize of the program part called, along
with all the type declarationa and the supporting modules,

must not exceed the size of the CPU’a memory. This ia a

troublesome limitation when dealing with long programs.

This is the case for the CEA-DSS. The inclusion of the
Turbo Access and Turbo Graphix packages within the actual
program further limited the allowable size of its modules.
Reduction of the module aize implies a 1loose control
hierarchy. An effort to reorganize the software structure
resulted in undesirable control flow inefficiencies.
Fortunately, Turbo Pascal provides for overlay organization
which eliminates the memory gsize limitation.

A technique, called overlays, is used to allow the
system to be larger than the amount of memory allocated to
it. The idea of overlays is to keep in memory only those
instructions and data that are needed at any given time
[Ref. 111. When other instructions are needed, they are
loader into space that was previously occupied by
instructions that are no 1longer needed. However, this
technique suffers from the following limitations:

e oxecited. This cacaes the oystem te Tuh Someuher
more slowly, due to the extra I/ operation to read
the module. For this reason, it is recommended to load

the CEA-DSS software on a hard disk or a ram diask. High
accesa sapeed devices would result 1in considerable
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reduction of access time.
Since overlaIs share the same space in memory, a module
cannot call modules which belong in another overlay
of the same area. For example, a module calls another
S one from a different overlay. This overlay is loaded in
. glace of the caller and the called module is executed.
v he problem is that after its execution the system is
L meshed because it does not find the caller to return.
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f%: This introduced additional problems to the original
P structure of the program. The incluaion of control code,
like flaga, labels, case and if then elase atatementa, helped
in establishing communications among the various overlays of

the same area.

F. EFFORT DISTRIBUTION FOR THE CEA-DSS DEVELOPMENT

CEA-DSS was built in five months and required an effort
of s8ix man-months. Table 6 shows the distribution of the
effort, in percentagea, among the different phases of the
CEA-DSS development.

TABLE 6
EFFORT DISTRIBUTION

Time Activities

20% Requirements Analysis and Initial Design
23% Detailed Deaign

30% Programming, Debugging and Testing
:}t Sx Initial Testing and User’s feedback
t: 22% Stepwise refinement of the components
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IX. A _SESSION WITH THE CEA-DSS

The objective of this chapter is to illustrate the
operation of the CEA-DSS. The figures in this chapter have

been generated during the testing phase of the CEA-DSS on a
IBM PC-XT microcomputer.

A series of acreens has been suggested as the most
effective way to deacribe step-by-atep the system’s basic
operation.

STEP 1: Drive definition (Figure 9.1). The system has
the flexibility to use a different drive for its database.

EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS

PROBLEM: l RCTION:

REPRODUCED AT GOVERNMENT EXPENSE

DEFINE THE DRIVE YOU WANT YO USE FOR FILES

IT IS BETTER THE DSS 7O Bt ON A DIFFERENT DRIVE
DO NOT USE THE LETTER C IF THERE IS NO HARD DISK

DRIVE A,B,C,D,E or F: } Tooay Is: 8/19/198%

Figure 9.1 Drive Definition

Care must be taken for not using drive “C" with IBM PC-XTs

which do not have a hard diak drive. In all other cases,
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CEA-DSS has the ability to find any wrong drive definition
and promaptas the user to redefine the drive.

STEP 2: Directory (Figure 9.2). The directory containa
information about previously defined problema. It is located

on the drive where data for these problems are stored.

EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
PROBLEM: ACTION: GIVE PNOBLEM NOWE

CHOOSE ONE OF THE FOLLOWING OR CREATE YOUR ODWN PROBLEM

PROBLEM:  CRERTED BY: DATE:

oC SCHAEFFER HOWARD 8/13/1983
PROBLEMI  PRESSMAN JOWN 8/19/1985
PROBLEM2  ELSON MARM 8/13/1985
TEST RICHARD NOLAN 7/30/1985

Number of Problems in tne Directory: 4
ENTER THE NAME OF THE PROBLEM: DSSTEST 17 Today ls: 8/19/1985

L e

Figure 9.2 Directory

When a new drive, 1.e. a new floppy disk, is selected,
the ayatem creates a directory firat, and then prompta the
user to define the problen. For a pre-defined drive, a
listing of the directory appears on the frame. The user may
select a problem from the directory, or define a new one. 1In
case of an existing problem selection, the process continues
with Step 4.

STEP _3: Data entry (Figure 9.3). The asystem creates
the control and exposure fileas for the particular problem.

Then, the uaer haa to provide the 1initial data. At least
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EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
PROBLEM: DSSTEST . ACTION: UPDATE EXPOSURES
Index:03 Description:Exposure 3
_u WEIGHTED: Damage:$50000 Probability:0,95 :
z . :
W P.E.R.T: Smallest:$30000 Most Likely:$55000 Largest :$65000 ;
- X RANKS:  Rank P14, 000 Rank Q:4. 300 .
e Rank P Damape caused by error Rank ( Damage caused by failure
> 0 virtually impossible 0 negliginie !
D w 1 maght haopen once in 400 years 1 aoout $10
. s 2 wmght napoen once 1n 40 vears 2 aoout $100
pd 3 might nappen once in & years 3 about $1,000
! x 4 miont napoen once 1n 100 days 4 apout $10, 000 !
. l;l S =mont happen once In 10 days S apout  $100,000 !
-3 6 might napoen once in 1 gay & apbout $1,000, 000 !
}, 5 7 mght napoen ten times a day 7 over 1,000,000
- = A)dd, Dielete, E)dit, Next, Pirevious or Qluit: { Today Is: 8/19/1985 |
J
Q
u
9]
2
c
O
T
.
N
T

EFFECTIVENESS OF CONTRO. AND SECURITY GF COMPUTER SYSTEMS !
PROBLEM: DSSTEST 1 ACTION: uPDATE  CONTROLE

Ingex:Cz pescriotion:Control &
Lost 921500

Effectiveness on Exposure
Effectiveress on EXDOSure
Eftectiveress on TxDOSUre
Eftectiveness or txdosure

Pt

R EVN NN o
e s me e
OO C
P
T~d

{

' fac, Dierete, Sia1t. Nrext. Plrevious o Grult: " Togay is: B/137198%
L )

Figure 9.3 Data Entry
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two exposures and two control activities are required to
enable the CEA-DSS to generate control combinationa. Tha
process during this astep is under the direct control of the
CEA-DSS.

STEP__4: The Main Menu is shown in Figure 9.4. The

logical selection for a new problem is the Model option.

EFFECTIVENESS OF CONTROL AND SECURITY OF CCMPUTER SYSTEMS
PROBLEM: DSSTEST RCTION: MAIN MENU

MAIN MENU OPTIONS:

—
.

HELR

UPDATE FILES OR CHANGE PROBLEM
RUN THE COST EFFECTIVENESS MODEL
4, SENSITIVITY ANALYSIS OF ALTERNATIVES
3. EXIT 10 DOS

n
13

[

SELECT [, 3,4 0r 5 ! Togay Is: 8/13/1938%
I

Figure 9.4 Main Menu

STEP _S: Model execution. The Model Menu, allows the
selective 1nvocation of one of the three atatistical methodsa
for a model run. The user may select one method or all of
them. Then, the aystem promptasa the user to define the
deasired level of cost according to which the generation of
control sets will be performed. The use of realistic coat
levele ia recommended, s8ince it may reault in a considerable

reduction of the amount of control sets to be generated
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and, consequently, in storage and 1/0 time. Figure 9.5 ashowsa

the model menu and the cost level entry.

‘- EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
" PROBLEM: DSSTEST ACTION: MODEL
o
: MODEL MENU OPTIONS:
[
- Z
i 1. HELP
; 2. RUN THE WEIGHTED METHOD i
E . RN THE P.ERT  METHOD ;
. 8 4. RUN THE RANKING  METHOD :
- 5. RN AL THE METHODS !
= O 6. RETURN TO MAIN MENU i
Ll H
R |
32 SELECT ,2,3,4,50r 6 & { Today Is: £/19/1985 J
Lo
.€
L '
c L EFFECTIVENESS 0OF CONTROL AND SECURITY OF COMPUTER GSYSTEMS ‘
L PROBLEM: DSSTEST ACTION: mODEL / WEIGHTED METHOD !
J
| ¢
! |
: Total Damace Due o Exposures 147800 }
f Lost to Imolewent Rll Controis : 83500 i
! 1
| i
| [
! Give The Maximum Amount You want 7o Sperd On Controis !
; or oress Enter for Au. :
: MUAIMUR @ § 69500 ?
]
! i
.- i t
- ! !
- L !
! ' Tooav Is: 8/19/198% !
- L 1 J
.
!
s Figure 3.5 Model Menu and Coat Level Entry
-
H.
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STEP 6: Senaitivity Analysis Menu (Figure 9.6). The
prerequiasite for accessing the "Control Strategy"™ and the
“Graphica” options, is the execution of the model. The aanme
is true and for the "Print Reporta'" option when a printout

of a set file is requested.

EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
PROBLEM: DSSTEST A TION: SENSITIVITY ANALYSIS

SENSITIVITY ANALYSIS MENU DPTIONS:

1. HELP

FIND CONTROL STRATEGY
3. GENERATE GRAPHICS

4, PRINT REPORTS

RETURN TO MRIN MEMNU

n
.

o

SELECT i.2¢3,90r 5 : | Today ls: 8/19/198%
i

Figure 9.6 Sensitivity Analysis Menu

STEpP 7: Print Reporta. The aystem has the capability to
produce three types of reports. It is expected that the uaer
will wuvuae these reports, during the senaitivity analysis
process, as reference. The firat table (Figure 9.7) summari-
zes the 1nitial data of expected losses caused by exposures,
for three atatistical methoda. The second report
(Figure 9.8) summarizes the control activities’ effective-
ness on exposures. Finally, control sets report is a listing
of the file created and updated by a model run. Figure 9.9

shows the control sets generated according to the weighted

method.
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REFPRODUCED AT GOVERNMENT EXPENSE

DECISION SUPPORT SYSTEMN

COST EFFECTIVENESS AMNALYSIS
FOR

CONTROL & SECURITY OF COMPUTER SYSTENS.

EXPECTED LOSSES CAUSED BY EXPOSURES FOR WORK DSSTEST

THE WEIGHTED METHGD

POTENTIAL ERRORS RMOUNT OF PROB/TY OF
DAMAGE OCCURENCZ

01 Exposure 1 40000 0. 850

02 Exposure 2 60000 0.785

03 Exposure 3 50000 €. 950

04 Exposure 4 30000 0.650

THE P.E.R.T METHOD
POTENTIAL ERRORS AMOUNT OF DAMAGE

saallest m. likely largest

0! Exposure ! 30000 35000 £0000

02 Exposure 2
03 Exposure 3
04 Exposure &

2500C 45000  B3200
30000 35005 63000
15000 20000 4000,

THZ RANKING METHCD

POTENTIAL ERRORS ESTIMATION OF PROBRBILITY

OF OCCURENCE AND DRMRGE

Rarw + Ranx &

01 Exposure | 3. 800 4,207

02 Exposure 2 2. 85¢ 4,50,

03 Exoosure 3 4,000 b, 30

Os Excsure 4 3. 204 4,30
Figure S.7 An Expected Losses Report
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DECISION SUPPORT SYSTEMN

COST EFFECTIVENESS ANALYSIS
FOR
CONTROL & SECURITY OF COMPUTER SYSTEMS.

CONTROL ACTIVITIES FOR WORK DSSTEST
01 Control 1
02 Control 2
03 Control 3
04 Control 4

EXPOSURES FOR WORK DSSTEST
01 Exposure
02 Exposure
02 Exposure
04 Exposuyre

REPRODUCED AT GOVERNMENT EXPENSE

& L) Y -

EFFECTIVENESS OF CONTROL af1) ON EXPOSURE e(:)
EXPOSURE | O! © 22 ~ 02 | 04

L& 0,800 0,000 0,000 0,000
240,000 0,000 0.000 0,820 :
300,000 0,700 0,00 G, 00 :
0,000 0,000 0.850 0.,00C

o COST at1): 13006 2iSu0 10000 250(X:

e

]

}

2

o

b - Figure 9.8 A Control Effectiveneas Rkeport
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- DECISION SUPPORT SYSTEN
5 COST EFFECTIVENESS ANALYSIS
FOR
CONTROL & SECURITY OF COMPUTER SYSTEMS.
Tw
2
. WEIGHTED METHOD: CONTROL SETS FOR WORK DSSTEST
~ X
oW
'*‘- -
(> z
W
= S
Z
14
Y]
> CONTROL ACTIVITIES USED BY THE CONTROL SETS:
- 8 01: Control 1
e 02: Comtrol 2
R4 03: Control 3
8 04: Control ¢
o
D
.0
S0
S
~ o
W
x
- CONTROL ACTIVITIES VALLE C0S™  EXP.COST  BCR
-
- 03, TS 10000 WAES L€S
o1, 27206 13000 13360 204
02, 3350 21500 13605¢ 1.5
J 01,03, 43775 23000 127025 L9
04, |B4s 25000 1339% 155
02, 03, 49825 150U 129475 156
01,02, 60450 34500  12185% 1.5
03, 04, 55419 35000 12738 158
01,04, 66044 38000 119756 1,73
01,02,03, 77025 44500 115275 L7
02, 04, 7209 #6500 122205 1,55
01,03, 04, 82619 48000  11316!  1.7¢
02,03, 04, 88669 56500 115631 1.5
01, 02, 04, 99296 59500 108006  1.66
01,02, 03, 04, 115869 67500 10183  1.66

Figure 9.9

A Control Sets Report
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The print menu is deacribed in Figure 9.10. Before
selecting an option, the user nmnust make sure that the

printer ia on-line.

u EFFECTIVENESS OF CONTROL AND SECURITY OF COMWPUTER SYSTEMS
- Z
o PROBLEM: DSSTEST ACTION: SENSITIVITY ANALYSIS / PRINT REPORTS
. X
- PRINT REPORTS MENU OPTIONS:
&
¢ 1. HELP
- Z 2. PRINT EXPOSURE EXPECTED LOSS TRBLE
SN ™ |
2 3. PRINT CONTROL EFFECTIVENESS TRBLE
-0 4 PRINT SET FILES
ﬁ < S. RETURN TO SENSITIVITY ANALYSIS MENU
0
s %]
U
- 2
- 8 SELECT 1,2,3,4 or § : Today Is: 8/19/1985
£
1]
x

Figure 9.10 The Praint Menu

STEP 8: Graphicas. Curves and histograms help the user
- conceptualize the difterences among alternative control sets

and among different atatistical methoda. The incompatibility

problem of the various types of printers does not allow the

' v .
. [l it
. v sy

system to make hard copiea of the graphs. The user can use

e

instead the {PrtSc] key of the keyboard. Each graphics

acreen contains two graphs. The upper graph depicts the

LA AP g

Benefit Cost Ratio versus Cosat relationship, and the lower
graph the Total Expected Cost versus Cost. Figure S.11 shows
the curves for the DSSTEST problem and Figure 9.12 the
histograms. For readability purposes, on each curve can be

drawn up to 200 points and on each histogram up to 24 bars.
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Graphical Analysis using Curves

Figure 9.11
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STEP 9: The laat phase of the CEA-DSS procesa isa the
control strategy selection. The decision maker may select
the moat effective (Figure 9.13) or the most coat effective
control strategy (Figure 9.14) within the cost range he/she
desires. The decision maker, helped by the reports and
graphs, ia expected to have a better opinion about the

arount to be spent for control measures.

EFFECTIVENEGS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS

: PROBLEM: DSSTEST { ACTION: SENSITIVITY ANALYSIS / CONTRDL STRATEGY
: WEIGHTED METHOD: THE MOST EFFECTIVE SET
CONTROL : Control !

CONTROL : Control ¢
CONTROL : Control 3

Value of Control Set 77025 Cost of Control Set : 44500
Total Expected benefit : 32325 Total Expected Cost : 115275

Cost Benefit Ratio(BCR): 1,73

Prior Expected Damage Due to Exposures: 147800
Post cxpected Damage Due to Exposures: 70775

i
i press anv key., * Togas is: B/20'19€F

Figure 9.13 The most Effective Control Strategy

The optimal solution in the problem 1is found when the
selected control set is both the moat effective ana the
moat cost-effective over a predefined cost range. This 1s
the case for this particular example. Figures 9.13 and 9.14
show the same control set. Under the ‘*Most Effective”
option, the control set with the lowest expected cost 1is
selected. Under the *"Most Cost-Effective' option, the set

with the highest BCR 18 the most preferable. However,
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the aystem does not provide any algorithm for combining

these two options in order to indicate the optimal control

strategy.
- EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
zfé PROBLEM: DSSTEST ACTION: SENSITIVITY ANALYSIS / CONTROL STRATEGY
:, WEIGHTED METHOD: THE MOST COST EFFECTIVE SET
- CONTROL : Control |
W CONTROL : Control 2
3 CONTROL : Control 3
-2
h: 4 Value of Control Set : 71025 Cost of Control Set 44500
l: Total Expected benefit : 32525 Total Expected Cost : 112275
-9 Cost Bemefit Rat10(BCR): 1.73
= - Prior Expected Damage Due to Exposures: 147800
< Post Expected Damage Due to txposures: 70773
R o]
2w
Y]
2 l
) 8 oress any key.. Today Is: 8/20/198%
: E
Ld
"

Figure 9.14 The most Cost-Effective Control Strategy

This 18 the basic proceas for a problem creation and
analysis. Also, the user has the opportunity to access the
database of the system through the Database Menu. He/she may
modify the 1nitial data, change problem and/or delete the
problem. If modifications take place on the data, the model

must be executed again. The deletion of the problem erases

any file belonging to this as well as its record in the
directory. After that, the main menu appears on the screen
allowing the user to select one of the "Help"™, "Database"
and "Exit to DOS*" options. The other options of the main
menu are prohibited when there 1s no problem definition. The

database choice after a problem deletion or changing the

73




At St AP LRAC unh \ RS A SRt AREat k¥ iR AR AN At el uBR NS Aol S i sl el i e e

-

current problem cause the previously described process to be
repeated from the beginning. The database menu agpeara on
Figure 9.15.

EFFECTIVENESS OF CONTROL AND SECURITY OF COMPUTER SYSTEMS
PROBLEM: DSSTEST ACTION: DATABASE

DATABASE MENU OPTIONS:

1. HELP
2. CHANGE PROBLEM

3. DELETE CURRENT PROBLEM
4. UPDATE EXPOSURE FILE
5. UPDATE CONTROL  FILE
6 RETURN TO MAIN MEMU

|
[
:i'LECT 10 2,3,450r 6 1 2 { Togav Is: 8/20/198%

I

" REPRODUCED AT GOVERNMENT EXPENSE '

Figure 9.15 Database Menu
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X. CONCLUSION

The purpose of the research was to implement 'a D535 for
selacting EDP control atrategies. Three analytical methods
for determining cost-effectiveneas of EDP controls were
integrated in a customized database management sayastem. Also
a careful user interface was designed to support user
interactiveness with the system.

From the user’s perspective, the current version of the
CEA-DSS is able to handle any uneven condition associated
with data entry and process request errors. The enhancement
of an acceptable combination of colors and sounds contribu-
tes to the user friendliness of the system. Since the users
have different preferences, one posgible improvement should
be to let the user define the colors and sounds he/she
likea. The help facility also can be easily modified to
satisfy the user needs for on-line information, as discussed
in Appendix B.

From the system design perspective, CEA-DS5 permits the
user to exercise virtual control over its processes. The
database syastem is exclusively designed and implemented to
serve the introduced EXPOSURE, CONTROL and SET records. It
is expected that any future enhancements in the database
schema will require extensive modifications and maintenance
to be done on the database and the DBMS. The model base of
the CEA-DSS consists of the three variances of the CEA
model. Integration of new techniques, using the existing
data structure, will require slight modifications of the
current aystem. The same 1is ¢true for the sensitivity
analysis part where any additional reports, graphs and
control strategy selection algorithms will not influence the

systenm.
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One great inefficiency recorded during the testing

phase ias associated with the control strategy selection
algorithnm. The sample problem DSSTEST, presented 1in
Chapter 9, can be considered as an extreme condition. The
solution was recognized as the optimal one because it had
both, the greateast Benefit Cost Ratio and the loweat Total
Expected Cost. This is generally not the case. In reality,
the optimal solution 1is found somewhere in the three
dimensional spectrum composed of the Benefit Coat Ratio, the
Total Expected Cost and a Scaling Relational Algorithm for
them. It is expected that the enhancement of such an
algorithm will dramatically improve the control strategy
selection process.

Another unrescolved issue concerns the assignment of
the BCR to the control sets. Control Sets consisting of
fewer Control activities turn out to have higher BCRs. This
is due to the nature of the algorithm that the model uses to
compute the value of the control seta. A way to handle this
would be to introduce 1in the computation of the control
set’s BCR one more parameter which will be able resolve
these differences.

It is recommended that the CEA-DSS built during this
research be evaluated on real life applications. In effect,
all data used during the testing phase of the CEA-DSS were
chogen on a random basias. Information gathered from a real
life computer audit process would probably contribute to
the evaluation of current control techniques. Furthermore,
the CEA-DSS will not only support the selection phase but
also the evaluation and exploration phases of the computer

audit process life cycle.
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APPENDIX A
MESSAGES

INFORMAL MESSAGES:

CREATING EXPOSURE AND CONTROL FILES

Initiatibn: A new problem has been introduced by the user.

DELETING CONTROL
DELETING EXPOSURE

Initiation: Request for deletion of a control or exposure

record.

NEW DIRECTORY

Initiation: New drive definition.

CONTROL '"description'"™ IS NOT EFFECTIVE
Initiation: The cost of a control activity is greater than

its expected value.

PLEASE WAIT

Initiation: Control sets generation.
PLEASE WAIT FOR THE PREPARATION OF THE GRAPH

Initiation: Request for graphic representation, curve or

histogram.
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ERROR MESSAGES:

SYSTEM REQUIRES 2 CONTROLS AT LEAST
SYSTEM REQUIRES 2 EXPOSURES AT LEAST
Initiation: Request for deletion of control or exposure

record while the file contain only two records.

THE SYSTEM CANNOT HOLD ANOTHER EXPOSURE

"Initiation: The user attempts to add the 14th control

activity or the 25th exposure.

YOU MUST RUN THE MODEL FIRST
Initiation: Request to acceas sensitivity analysis areas

prior to the model execution.

THERE IS NOT ENOUGH SPACE ON DRIVE X
Initiation: Nonexistent drive definition or the defined
drive does not have the appropriate space for a

dictionary and problem creation.

CHECK YOUR ENTRY. "HIGH™ MUST BE GREATER THAN "LOW"
Initiation! Entry of an ambiguoua coat range for the

aenaitivity analysis part.

TRIGGER MESSAGES:

DEFINE THE DRIVE YOU WANT TO USE FOR FILES
Initiation: CEA-DSS activation or requeat to change the

current problemnm.
DO YOU WISH TO DELETE THE PROBLEM ?

Initistion! Request to delete the current problem. The

system prompts the user to confirm.
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THERE IS ALREADY FILE FOR THAT METHOD
Initiation: Request to rerun the model. The user can delete
the s8set file only, or ¢to proceed to model

execution.

CANNOT COMPUTE SETS WITHOUT EFFECTIVE CONTROLS

CANNOT COMPUTE SETS WITH ONLY ONE EFFECTIVE CONTROL

Initiation: Control sets generation. The user may correct
some initial data or to abandon the current

problem.

THERE IS NO ANY SET WITHIN THAT RANGE
Initiation: The cost range defined for sensitivity analysis

is very limited. The uaer may widen the range.

CANNOT MAKE GRAPH WITH LESS THAN 2 SETS
Initiation: Request for graphics, while the defined cost
range includes only one control set. The user

may redefine a wider cost range.
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APPENDIX B
THE HELP FACILITY

The help facility of the CEA-DSS is carried out via the
HELP module, listed at the end of the program listing in
Appendix C. The Help module suppliea the calling menu with
information relative to its functions. The algorithm for
this selective retrieval of information is based on a code
character. This character is sent to the Help module as
parameter in the call statement, identifying the calling
part of the program. The Help module uses this character to
assemble the file name of the text file where the requestéd
information resides.

The advantage of keeping the help text external to the
program is that it can be changed easily, with any editor,
without affecting the code of the CEA-DSS. The help module
also has the advantage of returning control to the caller
immediately in case that the requested help, text file, 1s
missing. The files of the system dedicated to the help
facility along with their content are listed below.

File: HELPM.TXT
HELP F OR M AIN M ENU

UPDATE FILES OR CHANGE WORK

This is the Database of the system. You have access to three
files. The EXPOSURE, the CONTROL and the PROBLEM file. You
can Add, Delete or Edit EXPOSURES and CONTROLS. You can also
Change or Delete WORK.

RUN THE COST EFFECTIVENESS MODEL

Once you have updated the EXPOSURE and CONTROL files you

can run the model. The model will create the set files
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which will be used after for decision making. If you chose
the current work from the directory of the system and you
are not going to modify the EXPOSURE and CONTROL files you
DON’T need to run the model.

SENSITIVITY ANALYSIS

This is the main area of interest. It will help you to find
out the optimal solution according to your preferences and
budget. There are available to you graphics and print

facilities.

File: HELPD.TXT
HELP F OR DATABASE M ENU

At the bottom of ¢the frame it appears always the command
line which prompts you to make selections by typing numbers
or letters.

CHANGE PROBLEM

The directory of the system is listed and then you are
prompted to define the problem you desire. If vyou choose an
existing one, you will be switched to that immediately. If
you create a new one, you will be asked to enter, at least,
two EXPOSURES and two CONTROL ACTIVITIES.

DELETE CURRENT PROBLENM

You can only delete the current problem. If you wish to
delete a different problen, you must change the problem
first, and then choose from the directory the problem you
want to delete, and delete it. You will be asked to confirm
for the requested deletion by typing the character '!*
UPDATING EXPOSURE OR CONTROL FILE

You can A)dd, D)elete, E)dat Exposures and Controls, and
scroll the files forwards and backwards using N)ext or
P)revious.

Keep 1n mind that the edit mode is always in the INIERT
MODE.
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File: HELPO.TXT
HELP MODEL

You can run the model using the WEIGHTED PROBABILITY, the
P.E.R.T method and the RANKING method. You will be prompted
to enter the upper cost limit. If you have enough controls
in the control file it is better to use as short cost
ranges as possible in order to minimize the time that the
syastem will require to generate the control sets. Don’t
forget that N controls may produce 2 to the Nth power
control sets.
If you get a message like ‘NOT ENOQUGH SPACE ON DRIVE X’, you
can overcome that using one of the following:

1. If you have already run another method for that
problem, choose that method again, and erase its set file.

2. Change problem, choose one from the directory that you
do not need, delete it, and then choose again the problem

you want to work on.

File: HELPS.TXT
HELP F OR SENSITIVITY ANALYSTIS

CONTROL STRATEGY

Control strategy helps you determine the optimal control
alternative from all the possible combinations of control
activities, or the best one, according to the cost range
you are asked to specify.

GRAPHICS

You can generate curves and his*tograms reoresenting the
relations between BENEFIT COST RATIO and COST, or between
TOTAL EXPECTED :)ST and CC3T.

REPORTS

You can have a hardcopy of the exposures or controls in

tabular format, and a listing of tne set files.
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File: HELPB.TXT ,
HELP FOR CONTROL STRATEGY

MOST EFFECTIVE ALTERNATIVE

The moat effective alternative is the one that it is
expected to minimize the total expected cost.

MOST COST EFFECTIVE ALTERNATIVE

The most cost effective alternative is the one that will

return the highest benefit per dollar spent.

File! HELPG.TXT
HELP F OR GRAPHTITCS

You can print the curves or histagrams by using the [PrtS3Sc]
key. Be sure that your printer is ON. The system will
awitch it to the graphics mode.

Curves and Histograms represent relations of Cost versus
Benefit Cost Ratio and Cost versus Total Expected Cost.

Each curve can hold up to 200 control sets to be drawn,
and each histogram ut to 24.

You will be asked to give the Cost Range over which the
graph will be done. If the number of control sets within
the selected range exceeds the above limits, the system will

adjust the range.

File: HELPP.TXT
HELP F OR PRINT REPORTS
YOUR PRINTER MUST BE ON-LINE BEFORE YOU TRY TO PRINT ANY
REPORT
You must have set the top of form properly and use page

length 11 inches 1in order the reports to be printed

correctly.
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APPENDIX C

THE PROGRAM LISTING

(20 0 0 3 % 5 3 3% 3% 303 %W 2 U NN WU W W W WU W W NN )

(=
(=
(»
(=

(» FOR

(» CONTROL AND SECURITY OF COMPUTER SYSTEMS
(n»

(= FILE DSS.PAS

(»

DECISION SUPPORT SYSTEM

A COST-EFFECTIVENESS ANALYSIS

®)
)
»)
)
»)
)
»)
* )
L

(il‘&llllI&Ill‘i'&lli&i'.‘lﬁliiliI'll&‘ﬁlll&ll“l‘&l‘lllll‘&l)

PROGRAM CEA-DSS:;
{sAa+,I-,R-,V-)

const
(+« TURBO ACCES
maxrecsize
maxdatarecsize
maxkeylen
pagesize
order
pageatacksize
maxheight

var
noofrecs : int

(= INCLUDE FILES
(SIACCESS.BOX)
{SIGETKEY.BOX)
{(SIADDKEY.BOX)
{SIDELKEY.BOX)
(SITYPEDEF.SYS}
{SIGRAPHIX.SYS}
(SIKERNEL.SYS}
(SIWINDOWS.SYS})
{(SIHATCH.HGH}
(SITYPEDEF.DSS)
(SIUTILITY.BOX)

S CONSTANTS )
220;
maxrecsize:
11:;

128;

64:;

16;

S:

eger:;

®)
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- (S$IAXIS.HGH) \
. (SIPOLYGON.HGH)
- {SIHISTOGRM.HGH) . FIRST OVERLAY

{SIMENUS.DSS}
(S8IFORMATS.DSS} —u

{SIHELP.DSS}

(SIDATABASE.DSS)
{SIMODEL.DSS) L SECOND OVERLAY
(SISENSANAL.DSS}

(* MAIN PROGRAM #)

BEGIN
textmode:;
textcolor(x);
textbackground(z):;
help(’I1°’)5;
ans = ‘ ‘’
makeframe;
putdate;
flag := true;
database:;

while ans <> ’5S’ do
begin
rainmenu;
if flag then
select(’SELECT 1,2 or S ¢ *,(”71”,’2’,°5’1,ans)
aelae
select (’SELECT 1,2,3,4 or S ¢ ’,{’1’..’5”’1,ans);
case ans of

1’ : help(’M’);

‘2’ : database;

‘3’ ¢ model;

‘4’ : sensitivityanalysis

end (of case}
end; (of whilel

clrsascr;
gotoxy(15,12);
write(’s=se»»s END OF THE DECISION SUPPORT SYSTEM sx#x=x’):
wait;
textcolor(135);
textbackground(0);
clracr
END.
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(360 50 00 2260606 3% 3 3 0 U 0 2 3 30 % 03 3% %W N0 W BN W NN )

(»
(=
(»
(=
(»n

(02 3 3 2 3 3 % 33 2 3233 W W W WU WU WUWN )

TYPE

FILE

conat
maxctrl = 13; ( maximum
maxexp = 24; { maximum
z = 0O; (atandard
x = 14; (atandard
type
chset = set of char;
str2 = atringl2];
strS = atring(3];
str8 = atringl(8);
atrlo = astring(101;
str2S = string(25];
strq0 = string(401];
atrS0 = 8tring(501;
str80 = astring(801];
anystr = string(2551;
ctrlrange = O..maxctrl;
exprange = 0.. maxexp;
exposure = record
index T str2;
deacription : strS5S0;
damage ¢ str8;
probability : atr5S;
smallest,
moastlikely,
largest : str8;
rankP,
rankQ : atrS
and:
eff = arrayl(l
ctrleff = array(l
control = record
index : str2;
deascription : strS0;
cost T atr8:
effact i eff
end;

IS T A LA N
ALRCRr)

LAl i T T e rrerey ,._w,—_-.vT

*)
DECLARATIONS )
*)
TYPEDEF.DSS )
*)

number of control activities !}
number of exposures }

text background}

text colorl

. .maxexpl] of stringlS3]l;
. .maxctrl] of eff:
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controlmatrix = arrayl(l..maxctrl) of control;

wcombindex,
pcombindex,
rcombindex,
comb

ce

cc
ctrlimatrix
totaloss,
totalcost,
wtotalcost,
ptotalcost,
rtotalcost
expno

ans, tc

dr

flag

1h combinationindex = array(l..maxctrl] of str2:
{ i setrec = record
aetcomb ! combinationindex:
) Vk,Lk,Ck,
Nk, TCk : strloQ;
BCR ! strS
end:;
problemrec = record
problemname : atr8;
creator :  atr25;
date : atrilo;
wcomb, pcomb,
rcomb : combinationindex:
wtotcoat,
ptotcost,
rtotcost : strlo
end:;
~ var
; filel, file2 : datafile;
- indexl, index2 : indexfile:
- £1 : file;
. expsr { exposure;
ctrl : control:
n st : setrec;
- problem . problemrec;
) cproblem : str8;

combinaﬁionindex:
ctrleff;

array[l..maxctrlj of str8;

controlmatrix:

real;
integer;
char;
str2;
booclean;
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& ")
(» UTILITY.BOX *)
(» )
(» The utility box contains all the procedures and *)
(= functions which are commonly wuser by all the =)
(» modules of the systenm. »)
(= ")

(ill"5““'&llll'l&ll"‘&Ill&l&&llllll&llll'lllllll‘&l&l‘&l)

(» upcasestr converts a string to upper case »)
function upcasestr(s : atr80) : str80;
var

p : integer:

begin
for p := 1 to length(s) do
alpl := upcase(slpl);
upcasestr 1= s;
end;

(# conststr returns a string with N characters of value C+«)
function conststr(c : char; n ! integer) : str80;
var :

8 : stringl(80]);

begin
if n € O <then
n = 0O;
s{0) := chr(n):
fillchar(s(ll,n,c);
conststr = s;
end;

(# getvalue returns the ASCII value of a string #=>
function getvalue(a : anystr) : integer;
var

i, total : integer:

begin
total := O;
if length(s) > O then
for 1 := 1 to length(s) do
tota t= total + ord(copy(s,i,l));
getvalue := total
end:

n e
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(#» strtoreal returns a real number equivalent to a string «)
function atrtoreal(a : atrl0) ! real:;

var
t ! integer;
r : real:
begin
val((a,r,t);
strtoreal := r
end;

(#» realtostr returns a string equivalent to a real number =)
function realtostr(r ! real) ! strilO;
var

8 : stringl(101];

begin
fillchar(s,sizeof(s),0);
str(r,s);
realtoastr = =

end:;

(#» gstrtoint returns an integer equivalent to a string =)
function strtoint(s ! str2) ! integer:;
var

i,7 ¢ integer;

begin
val(sa,i,3);
strtoint =
end:;

i

(» intostr returns a string equivalent to an integer &)
function inttostr(n : integer) ! str2;
var

8 : atringl2]);

begin
fillchar(s,2,0);
str(n,s)
inttostr = s
end:;
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; (#» adjuststr removes any leadind spaces from a string »)
N

procedure adjustatr(var s : anystr):;
begin

while s(1] = * ’ do
if alfll = * * then
delete(s,1,1);
end;

R,
o
il (= the ayatem waits for the user =)
- procedure wait;
- var
E$ ch : char:
mi i,3 : integer;
begin
textcolor(15);
gotoxy(2,23); write(conststr(’ ’,5322;
gotoxy(3,23); write(’press any key..’):;
for i := 1 to 3 do

b begin

+‘ 3 := sqr(random(30))+300;
. sound()); delay(300)

o end:

nosound:

, read(kbd,ch);

. gotoxy(3,23); write(”’ ) ‘)
- textcolor(x)

end:

vt

- (= Beep sounds the terminal bell or beeper »)
B procedure beep:
begin
- sound(680); delay(400); nosound
end:;

(¢ inputstr is used for the entry and validation of data.
It enables alsoc the use of the cursor movement keys

y char-left, char-right and del. ot the keyboard. ®)
T procedure inputstr(var s : anystr;
~$ 1,i,3 ¢ integer;
N term ! chset:
b var tc : char PH
- label
; again;
ﬁ: var
:: valid : set of char:
3. value,
S P, n : integer;
- ch : char:
-
i 90
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begin
textbackground(14);
textcolor(0);
tc 1= #0;
valid := term + ([#8,#13,#27];
again:
gotoxy(i,)); write(s,conststr(’ ’“,l-length(s)));
p := O;
repeat
gotoxy(i+p,3’; read(kbd,ch);
if not (ch in valid) then
beep
else
begin .
if (ch in term) and (p < 1> then
begin
p = p + 1
delete(s,l,1);
ingert(ch,s,p):
write(copy(s,p,1))

end;
if <(ch = #8) and (p >= length(s)) and (p > 0) then
begin
delete(s,p,1);
p = p - 13
gotoxy(i+p,3]); write(’” ’)
end:
if (ch = #27) and keypressed then
begin

read(kbd,ch);
if e¢h = ’K’ then

begin
if p > O then
p:=p -1
else
beep
end;

if (ch = “M’) and (p < length(s)) then
p = p + 1;
if <(ch = ’S’) and (p < length(s)?> then
begin
delete(s,p+1,1);
write(copy(s,p+1,1>,” %)

end:

if <¢h in [(“H’,’P’] then

begin
tc = chr(l00 + ord(ch)):;
p := 1

end

end
end

until (ch = #13) or (p = 1);
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o begin

w gotoxy(2,23); write(conststr(’ ’,33))

o end;

.
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if ch = #13 then

tc = c¢ch;
value := getvalue(s);
n := 32 = length(a);
if (value <= n) and (ch <> ‘H’) then
begin

beep;

tec = #0;

goto again
end;
adjuatstr(s);
textbackground(z);
textcolor (x>

end;: {inputstr)

(# action writes on the frame the current action #)
procedure action(s : atr40);
begin
textcolor(2);
gotoxy(39,4): write(conststr(’ 7,40));
gotoxy(39,4); write(a);
textcolor (x>
end:

procedure clearmessage;
begin

gotoxy(2,12); write(constatr(’ ’,78))
end:

(» message writes a string at the center of the frame »)
procedure message(s : s8tr80);
var
i ! integer;
begin
clearmessage;
textbackground(0);
textcolor(31);
i = trunc((80 - length(s>)>/2);
gotoxy(i,12); write(copy(a.,l,length(s))’);
beep:
textbackground(2);
textcolor(x)
end:

procedure clearselect:

T
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(» ge@lect writes the command line at the bottom of the

frame and accepts the aselection »)
procedure select( prompt : atr80:
term : chset:
var tc : char )3
var

ch : char:

beagin

clearselect;
textcolor(15);
gotoxy(4,23); write(prompt);
textbackground (30);
gotoxy(S+length(prompt),23); write(” ’):
gotoxy(S+length(prompt),23);
textbackground(z);
textcolor(x):;
repeat

read(kbd,ch):

te 1= upcase(ch):

if not (tc in term) then

ﬁ beep:
3 until tc in term:

- write(te)
C end:;

(# cleartext clears the work area of the frame =)
procedure cleartext:
. var
- i : integer:
C begin
for i = 10 to 21 do
begin
gotoxy(2,1i);
write(conststr(’ *,78))
. end
e end;

procedure clearframe:
var
i: integer:
begin
for i := 6 to 9 do
- begin
= gotoxy(2,1i):
write(conststr(’ ’,78))
end:
“ cleartext;
clearselect:
end;
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procedure clearproblem;
begin

gotoxy(13,4); write(conststr(’ ~,8))
end;

(» problemfield writes the problem description in the

problem area ofthe frame »)
procedure problemfield(s : str8);
begin

clearproblen;

textcolor(2);

gotoxy(13,4);

write(s):;

textcolor(x)
end:;

(# funckey helps in using the cursor movement keys

line-up,line down,and enter of the keyboard »)
procedure funckey(ch : char; var 1 ! integer);
begin

if ¢ch > #126 then
ch = chr(ord{(ch>-100)>;
if c¢h ‘P’ then
i :=1i + 1;
it ch = “H’ then

begin
if i = 1 then
beep
else
i =i -1
end:
if <¢ch = #13 then
i =i + 1
end:

(#« availablespace returns the available space(bytes?
of the logged drive. ®)
procedure spaceavailable( var totalbytes : real )

type

regrec = record { register pack Used in MSDos call }

AX, BX, CX, DX, BpP, SI, DI, DS, ES, Flaga : 1integer:
end:
var

tracks,

drive,

bytes,

sectors : integer:

regs ! regrec:

ch - Char:
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procedure diskstatus( drive ! integer; var tracks,
byteas, sectors : integer );

begin
regs.AX := 83600;
regs.DX != Drive:;

MSDos( regs );
tracka := regs.BX;
bytes := regs.CX:
aectors := regs.AX
end:
begin
ch = copy(dr,1,1);
drive := ord(ch) - 64;
digskstatus( drive, tracks, bytes, sectors »>;
totalbytes = (( gsectors » bytes * 1.0 ) » tracks )
end;

procedure getdate( var date : strl0 J;

type
regrec = record { register pack Used in MSDos call 1}
AX, BX, CX, DX, BP, SI, DI, DS, ES, Flags : integer:
end:;
var
regs ! regrec;
mm,dd : stringl2];
Yy : stringl(4];
begin

regs.ax := S$2A shl 8:
masdos(rega);
str(regs.cx,yy):
str(regs.dx mod 256,dd);
atr(regs.dx shr 8,mm):
date = mm+’/’+dd+’/’+yy

end:;

(#« putdate writes the date at the lower right corner
of the frame * )
procedure putdate;
var
date ! stringl(lo)
begin
E textbackground(3)
b textcolor(0);
?.1 getdate(date)
ol gotoxy(68,23): write(date):
. textbackground(z):
of textcolor(x)
b end;

.8 we
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(» ”)
(= MENUS.DSS ®)
(= =)

(ll'l“Iillll'I&I‘Illli"il‘l.l&ll'lll&“l.ll&l'."Il.ll&‘.l)

overlay procedure mainmenu:
begin
clearframe;
action(’ MAIN MENU’);
gotoxy (20, 7);
write(’ MAIN MENU OPTIONS:’)>;
gotoxy(20,10);
write(’1. HELP’);
gotoxy(20,12);
write(’2. UPDATE FILES OR CHANGE PROBLEM’):;
gotoxy(20,14);
write(’3. RUN THE COST EFFECTIVENESS MODEL’);
gotoxy(20,16);
write(’4. SENSITIVITY ANALYSIS OF ALTERNATIVES’):
gotoxy(20,18);
write(’S. EXIT TO DOS’);
end:;

overlay procedure dbasemenu;
begin
clearframe;
action(”"DATABASE’);
gotoxy(26, 7);
write( DATABASE MENU OPTIONS:’»):
gotoxy(26,10);
write(’1., HELP’);
gotoxy(26,12);
write(’2. CHANGE PROBLEM’):
gotoxy(26,14);
write(’3. DELETE CURRENT PROBLEM’):
gotoxy(26,16);
write(’4, UPDATE EXPOSURE FILE’)
gotoxy(26,18);
write(’S, UPDATE CONTROL FILE’)
gotoxy(26,20):
write(’6. RETURN TO MAIN MENU’)
end:;
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. overlay procedure modelmenu;

T begin

- clearframe:;
L : action(’MODEL’);

2 gotoxy (25, 7);
}ﬁ? write(’MODEL MENU OPTIONS:’);

.- gotoxy(25,10);

- - write¢’1. HELP’):

.- ‘ gotoxy(25,12);

write(’2., RUN THE WEIGHTED METHOD’):

SEE gotoxy(25,14); .
S write(’3., RUN THE P.E.R.T METHOD’ ) ;
- gotoxy(25,16):

Zf: write(’4., RUN THE RANKING METHOD’ ) ;

- gotoxy(25,18);

write(’S. RUN ALL THE METHODS’);

P gotoxy (25, 20);
b write(’6. RETURN TO MAIN MENU’);

LT end;

overlay procedure sensanalmenu;
begin
clearfrane;
action(’SENSITIVITY ANALYSIS’);
. gotoxy(28, 7); .
o write(’SENSITIVITY ANALYSIS MENU OPTIONS: );
gotoxy(28,10);
write(’1. HELP’);
gotoxy(28,12); .
write(’2. FIND CONTROL STRATEGY’);

o gotoxy(28,14);

" write(’3. GENERATE GRAPHICS’);
) gotoxy(28,16);

B write(’4, PRINT REPORTS’):

i gotoxy(28,18);

SE write(’5S. RETURN TO MAIN MENU’):
nt. end:

f - ¢
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overlay procedure controlstrategymenu;
begin
clearframe;
action(“SENSITIVITY ANALYSIS / CONTROL STRATEGY’);
gotoxy(l1l5, 7);
write(’CONTROL STRATEGY MENU OPTIONS:’):
gotoxy(15,10);
write(’1. HELP’);
gotoxy(15,13);
write(’2, FIND THE MOST EFFECTIVE CONTROL SET’);
gotoxy(l1l5,16); .
write(’ 3. FIND THE MOST CcOST EFFECTIVE CONTROL’,
* SET’):
gotoxy(15,19);
write(’4. RETURN TO SENSITIVITY ANALYSIS MENU’):
end:

overlay procedure graphicsmenu;

begin
Cclearframe;
action(’ SENSITIVITY ANALYSIS / GRAPHICS’);
gotoxy (21, 7);
write( GRAPHICS MENU OPTIONS:’>;
gotoxy(21,10); 1
write(’1. HELP’); |
gotoxy(21,13); |
write(’2. DRAW REPRESENTATIVE CURVES’);
gotoxy(21,16); ‘
write(’3. DRAW REPRESENTATIVE HISTOGRAMS’);
gotoxy(21,19); . 3
write(’4, RETURN TO SENSITIVITY ANALYSIS MENU’):

end:

overlay procedure printmenu:
begin
clearframe;
action(’SENSITIVITY ANALYSIS / PRINT REPORTS’);
gotoxy (19, 7):;
write(’PRINT REPORTS MENU OPTIONS:’):
gotoxy(19,10);
write(’1. HELP’);
gotoxy(19,12);
write(’2. PRINT EXPOSURE EXPECTED LOSS TABLE’)
gotoxy(19,14);
write(’3. PRINT CONTROL EFFECTIVENESS TABLE’);
gotoxy(19,16);
write(’4. PRINT SET FILES’);
gotoxy(139,18);
write(’S. RETURN TO SENSITIVITY ANALYSIS MENU’D
end:;

e
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(= makeframe writes the frame of the system along with
the identification of each area »)
procedure makeframe;
var
i ¢ integer;
begin
clrscr;
gotoxy( 1,1); write(chr(201));
gotoxy(80,1); write(chr(l187)):
gotoxy( 2,1); write(conststr(chr(205),78));
gotoxy( 1,2); write(chr(l186));
gotoxy(80,2); write(chr(186));
gotoxy( 1,3);: write(chr(204));
gotoxy(80,3); write(chr(18S));
gotoxy( 2,3); write(conststr(chr(205),78));
gotoxy(25,3); write(chr(203)):;
gotoxy( 1,4); writel(chr(186)):;
gotoxy(25,4); writed(chr(l86)):

gotoxy(80,4); write(chr(186)):
gotoxy( 1,3); write(chr(2045);
gotoxy(80,3); write(chr(185)):

gotoxy( 2,5): write(congtatr(chr(2035),78));
gotoxy(25,5); write(chr(202)):;

for 1 = 6 to 21 do
begin
gotoxy( 1,1); write(chr(186));
gotoxy(80,1); write(chr(186))
end;

gotoxy( 1,22); writed(chr(204)):

gotoxy (80,22); write(chr(185)):

gotoxy( 2,22); write(conststr(chr(205),78))
gotoxy (55,22); write(chr(203))
gotoxy( 1,23); write(chr(186)>)
gotoxy (55, 23); write(chr(186)>)
gotoxy(80,23); write(chr(186))
gotoxy( 1,24); write(chr(200));
gotoxy(80,24); write(chr(188));

gotoxy( 2,24); write(constatr(chr(205),78))
gotoxy(S5,24); write(chr(202));
textcolor(3);

¢ wa we we s

e
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gotoxy(8,2);
write(’EFFECTIVENESS OF CONTROL AND SECURITY OF’,
* COMPUTER SYSTEMS’);

gotoxy( 4, 4); write(’PROBLEM:’);

gotoxy(31, 4);: write(’ACTION:’);

gotoxy(58,23); write(’Today Is:’); textcolor(x)
end;

(» exposureform writes the field descriptions for the -
exposure record and one table which helps the user
to fill the fields of the ranking method. It is
used by the database for updating exposures. »)
procedure exposureforn;
begin
clearframe;
gotoxy( 3, 6); write(’Index:‘);
K gotoxy(1l6, 6); write(’Description:”’);
. gotoxy( S, 8); write(’WEIGHTED:’);
gotoxy(lS5S, 8); write(’Damageis$’);
gotoxy(36, 8); write(’Probability:’);

- gotoxy( S,10); write(’P.E.R.T:’);
gotoxy(15,10); write(’Smallesti:s’>;
o gotoxy(36,10); write(’Most Likely:is’);

gotoxy(60,10); write(’Largest:s’);

- gotoxy( S5,12); write( RANKS:’);

- gotoxy(15,12); write(’Rank P:’);

| gotoxy(36,12); write(’Rank Q:’);
textcolor(7); gotoxy( S5,13);

write(’Rank P Damage caused by error’):
gotoxy(45,13);

write(’Rank @ Damage caused by failure’);
gotoxy( 8,14);

write(’o0O virtually impossible’);
gotoxy(48,14);

write(’0O negligible’);

gotoxy( 8,15);

write(’1 might happen once in 400 years’):;
gotoxy(48,15);

write(’1 about $107);

gotoxy( 8,16);

write(’2 might happen once in 40 years’);
gotoxy(48,16);

write(’2 about S100°);

gotoxy( 8,17);

write(’3 might happen once in 4 years’);
gotoxy(48,17);

write(’3 about £1,000%);

gotoxy( 8,18);

write(’4 might happen once in 100 days’);
gotoxy(48,18);

write(’4 about $£10,000’);
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gotoxy( 8,19);
write(’S might happen once in 10 days’);
gotoxy(48,19);
write(’S about $100,000’) ;
gotoxy( 8,20);
write(’s might happen once in 1 day’);
gotoxy (48, 20);
write(’s about $1,000,000’);
gotoxy( 8,21);
write(’7 might happen ten times a day’):;
gotoxy(48,21);
write(’7 over $1,000,000’);
textcolor(x)
end:;

(= exposurefields gives in inversed video the fields

to be filled for the exposure record »
procedure exposurefields;
begin

gotoxy(9,6); write(’ ‘)
textbackground(1l4):
textcolor(0);
gotoxy(28, 6); write(conststr(’ ’,502);
gotoxy(23, 8); write(conststr(’ ’,8));
gotoxy(48, 8); write(’0,. ‘)
gotoxy(25,10); write(congtstr(’ ’,8));
gotoxy(49,10); write(constastr(’ ’,8));
gotoxy(69,10); write(conststr(’ ‘,8));
gotoxy(22,12); write(’ . -
gotoxy(43,12);: write(’ ., ‘)
textbackground(z);
textcolor(x)

end;

(# controlform writes the field descriptions for the

control record. The number of its fields depends on

the number of exposures. It is used by the database

for updating controls.
procedure controlform( var expno : integer):
var

i ¢ integer;
begin

Clearframe;

gotoxy( 3, 7); write(’Index:’);

gotoxy(1l6, 7); write(’Description:’);

gotoxy(22, 8); write(’Cost:s’);

for 1 = 1 to expno do

begin

if 1 <= 12 then
gotoxy(3,9+1)
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gotoxy(43,1-3);
write(’Effectiveness on Exposure “,i:2,’:7)
end; (of for}
end:;

(#» controlfields gives the fields to be filled’
for the control record in inversed video
procedure controlfields(expno ! integer):;
var
i ¢ integer;
begin
gotoxy(S,7); write(”’ o I
textbackground(l4);
textcolor(0):
gotoxy(28, 7); write(conststr(’ ’,50));
gotoxy (28, 8); write(consatstr(’ ’,8));
for {1 1= 1 to expno do

begin
if 1 <= 12 then
gotoxy(33,9+1i)
else

gotoxy(73,1-3);
write(’O. 2
end; (of for}
textbackground(z);
textcolor(x)
end;
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(» *)

(» DATABASE.DSS *)
(» ")
(= This is the database of the system and performs all #)
(» the functions contained in the dbasemenu. ")

(l..I..'lll..l.ﬂ..'...l""'l.'ll’.ll..’..l.l..’.’ll.QI!..')

ovarlay procedure database:;

labeal
cancel:;

var
ans : char;
next < integer;

(» makeproblem creates the control and exposure files
for each new problem and puts the problem description
in the problem area of the frame. *)

overlay procedure makeproblem(s : str8):;
begin
clearframe;
problemfield(a);
action(’NEW PROBLEM’);
mnessage (’CREATING EXPOSURE AND CONTROL FILES’);
delay(2000);
makefile(filel,dr+s+’ .dxp’,s8izeof (expsr));
makeindex(indexl,dr+s+’.ixp’,s8izeof (expsr.index),0);
closefile(filel);
closeindex(indexl);
makefile(filel,dr+a+’.dcl’,sizeof(ctrld);
makeindex(indexl,dr+a+’.icl’,sizeof(ctrl.index)>,0);
closefile(filel);
cloaeindex(indexl):

end;

(#» deleteproblem deletes all the files referred to the
current problenm, removes its description from the
problem area and removes alaso the record referred to
that from the directory of the systenm. *)

overlay procedure deleteproblem(s ! str8);

var

i ¢ integer:

- begin
T clearmessage;

: clearselect:;
action(’DELETING PROBLEM’);
assign(fl,dr+s+’ .dxp’);
erase(£fl):
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assign(fl,dr+s+’ .ixp’);
erase(fl);
assign(fl,dr+a+’.dcl’);
erasae(fl);
aasign(fl,dr+gs+’.icl’);
erase(fl);
openfile(filel,dr+s+’.wdt’,sizeof(st));
if ok then
begin
closefile(filel);
assign(fl,dr+s+’.wdt’);
erase(fl);
assign(fl,dr+s+’.wic’);
erase(fl)
end;
openfile(filel,dr+s+’ .pdt’ ,sizeof(st));
if ok then
begin
closefile(filel):;
assign(fl,dr+s+’.pdt’);
erase(fl):;
asaign(fl,dr+a+’.pic’);
erase(fl)
end:
openfile(filel,dr+s+’.rdt’,sizeof(st));
if ok then
begin
closefile(filel);
assign(fl,dr+s+’.rdt’);
erase(fl);
assign(fl,dr+s+’.ric’);
erase(fl)
end:;

(» delete the directory of the current drive if it
does not contain onother problem »)

openfile(file2,dr+’problem.dta’,si1zeof (problem));

if usedrecs(file2) > 1 then

begin
initindex;
openindex(index2,dr+ problem.idx’,sizeof (cproblem),0);
deletekey(index2,1i,s8);
deleterec(file2,i):;
closefile(file2);
closeindex(index2)

end

elase

begin
closefile(file2);
assign(fl,dr+’problem.dta’)
erase(fl):;
asaign(fl,dr+’problem.1dx’);

we
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erase(fl)
end;
clearproblen
end;

(= updatecontrol adds, deletes, edits and scrolls
the file of the controls data. ")
ovarlay procedure updatecontrol( cproblen : atr8:
expno : integer );

label
cancel:

var
rn,i,t ¢ integer:
idx : stringl(2]);
ans ¢ char;

(¢« writecontrol writes the content of a control record

on the input/ocutput control form. )
procedure writecontrol(ctrl : control:; expno ¢ 1nteger);
var
i ! integer:
begin

controlfields(expno);

with c¢ctrl do

begin
gotoxy(3, 72; writef(index);
textbackground(1l4) ;
textcolor(0);
gotoxy(28, 72; writel(description):
gotoxy (28, 8); write(cost):;
for i (= 1 to expno do

begin
if 1 <= 12 then
gotoxy(33,9+1)
else

gotoxy(73,1i-3)>;
write(effecti{il)
end
end:
textbackground(z):
textcolor(x)
end;
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(# IOcontrol reads input data from the screen. It is
used for adding and editing controls. )

procedure IOcontrol(var ctrl : control:
ch : char; ,
expno : integer ) '
var
tc ¢ char;
i,J,n,ti : integer;
t1 : atringl(2];
t2 : string(31;
s : chset:
begin

fillchar(tl,sizeof(tl),0);
tl = ‘0.’;
= [(#48..#371;
2 + expno;
tc » I:
with ec¢trl do
while tc <> ‘Y’ do
begin
i 1= 1:
case ch of
‘A’ ! begin
fillchar(ctrl,sizeof(ctrl),O):
controlfields(expno):
index = inttostr(usedrecs(filel)+1):
if length(index) = 1 then
insert(’0’,index, 1)
gotoxy(39,7); writed(index’
end:
E’ : begin
writecontrol(ctrl,expno):;
if next = 2 then
1 := expno+2
end
end; {(of case)
repeat
case 1 of
1 : 1nputstr{(description,S$0,28,7,
[#32..#126]),tc);
inputstr(cost,8,28,8,8,tc);
begin
fillchar(t2,s1ze0f (£2),0);
t2 = copy(effectl(i-2),3,5);
inputstr(t2,3,35,7+1,8,tc)
end;
15..26 [ begin
fillchar(t2,sizeo0f(t2),0);
t2 = copy(effectl[i-21,3,5);
inputstr(t2,3,75,i-5,8,tc)
end
end; {(of case!

2
3..14
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if i > 2 then
begin
if (length(t2) < 3> and <(length(t2) > O)
for 3 := length(t2)>+1l to 3 do
insert(’0’,t2,3);
effect[i-2] := tl1 + t2

end:;

ti = 1;

funckey(tc,i):;

if (ti = i) and (chr(ord(tc)-100) <> ’“H”)

1 2= 1 + 1
until i > n;
select (1S RECORD CORRECT(Y/N)? :‘,
[’Y”IYI’INI’InI]’tc):
clearselect
end (of while}
end;

(#» deletecontrol deletes the current control record,
if there are more than two controls in the file,
on the screen and adjusts the index of all the
successor records in the file. »)

procedure deletecontrol( g ! str8; idx ¢ str2 D

var

i,t,rn : integer:;

tc : char;

tdx ¢ stringl(2]3;
begin

clearframe;
if vusedrecs(filel) = 2 then
begin

message(’ SYSTEM REQUIRES 2 CONTROLS AT LEAST )

wait
end
else
begin

nessage( ##xss%x DELETING CONTROL " +idx+’ wsseswanr’);

deletekey(indexl,rn, idx);
deleterec(filel,rn):
t = gstrtointddidx):

if t <= usedrecs(filel) then

with c¢ctrl do

begin
fillchar(tdx,sizeof(tdx),0);
tdx = inttostr(t+l):
if length(tdx) = 1 then

ingert (0’ ,tdx,1):

findkey(indexl,rn, tdx):

107

- I i .
S W WO W SR W W

then

then

P . R S AT ST T S P



A “ S WM WUN <. RESA R R titiia Shiens S Saio el S S Rt S B AR Al S A A A A A A A A A A |

Y
R R
2
i
’
T
[
[
r
’

Pt
.

ﬁ-

Cg

v repeat

- getrec(filel,rn,ctrl);

b t := gtrtoint(index) - 1;

= index = inttostr(t):;

{ if length(index) = 1 then
) insert(’0’,index,1);

K putrec(filel,rn,ctrl);

deletekey(indexl,rn, tdx):

i addkey(indexl,rn, index);

- nextkey(indexl,rn, tdx) :
until not ok;

!
- closeindex(indexl):;
- initindex;
- openindex(indexl,cproblem+’.icl’,sizeof (index) ,0)

end {(of if/with)
end (of elsel
end;

begin {of updatecontrol!}
controlform(expno);
initindex;
¢ openfile(filel,dr+cproblem+’.dcl’,sizeof(ctrl?);
openindex(indexl,dr+cproblem+’.icl’,sizeof(ctrl.index),0);
fillchar(idx,sizeof (idx),0):
fillchar(ctrl,sizeof(ctrl) , 0);
clearkey(indexl):;
if next <> 1 then

begin
o nextkey(indexl,rn,idx);
K. if ok then
- begin

getrec(filel,rn,ctrl);

b - writecontrol(ctrl,expno)
) end

o else goto cancel

. end:

- ans = ’~ ’;

v with ctrl do

2 while ans <> ‘Q’ do

S begin

e action(’UPDATE CONTROLS’): .
S 1f next = 2 then

- ans := ‘E’

- else

aj begin

flag := false:;
if usedrecs(filel) >= 2 then
begin
select("A)dd, D)elete, E)dit, N)ext, Plrevious ’,
‘or Quit:’,(’A’,’D’,’E’,’N’,”’P*,’Q’]) ,ans):
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clearselect
end
else
ans := ‘A’
end;

case ana of
‘A’ : begin

action(’ADD CONTROL ’);
if usedrecs(filel) = maxctrl then

begin
clearframe:;

message(’THE SYSTEM CANNOT HOLD ANQTHER’,

wait;
goto cancel
end:

* CONTROL’);

I0control(ctrl,’A’ ,expno):
addrec(filel,rn,ctrl);
addkey (indexl,rn, index) ;

idx := index:

findkey(indexl,rn, idx)

end:;
D’ : begin

action( DELETE CONTROL ’>;
deletecontrol (cproblem,idx);
controlform(expno);

i 1= strtoint{id=x);

clearkey(indexl);

if i <= usedrecs(filel) then
findkey(indexl,rn, idx)

else
repeat

nextkey(indexl,rn, idx)

until ok
end:

’E’ begin

action(’EDIT CONTROL’)>:
getrec(filel,rn,ctrl);
IO0control(ctrl,’E’ .expno):
putrec(filel,rn,ctrl)

end;

‘N’ repeat

nextkey(indexl.rn, idx)

until ok:

‘P’ repeat

prevkey(indexl,rn,1dx)

until ok
end; {(of case}
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if ans in [(’D’,’N’,’P’] then
begin
getrec(filel,rn,ctrl);
writecontrol(ctrl,expno)
and;

if next = 2 then

begin
nextkey(indexl,rn,idx);
if not ok then

begin
next := O;
ans = ’Q’
end
end

end; (of with/while)
cancel: clogefile(filel);
clogseindex(indexl);

end:;

(» updatexposure adds, deletes, edits and scrolls

Chll 2in' b 2R Ank 4 ‘

the file of the exposures data. ")

overlay procedure updatexposure( cproblem ! str8:
var expno : integer )

label

cancel:
var

rn,i,t : integer;

idx : stringl2];

ans : char;

(» writexposure writes the content of an exposure record
on the input/output exposure form.
procedure writexposure(expsr | exposure):
begin
exposurefields:
with expsr do
begin
gotoxy (3, 6); writel(index):
textbackground(1l4):;
textcolor(0);
gotoxy(28, &)
gotoxy(23, 8)
gotoxy(48, 8)
gotoxy (25,10)
gotoxy(49,10)
gotoxy (69,10)

write(description);
write(damage):;
write(probability)
write(smallest):
write(mostlikely):
write(largest);

e

YO NS ve a3 B wae

110

*)




P S A AR R ¥

gotoxy(22,12); write(rankP);
gotoxy(43,12); write(rank@
end; {(of with)
textbackground(z);
textcolor(x)
end;

(* I0exposure reads input data from the screen.

used for adding and editing exposures.
procedure IOexposure(var expsr = exposure;
var

te ¢ char;

tl : stringll]:;

t2 : atringl(31];

i,J),ti ! integer;
begin

i = 13

te = #0;

with expsr do
while tc <> ‘Y’ do
begin
i = 1;
case ch of
A’ ! begin
fillchar(expsr.,sizeof (expsr),0);
exposurefields;

It is
»)
ch : c¢char):

index = inttostr(usedrecs(filelir»+1):;

if length(index) = 1 then
ingsert(’0’,index,1);
gotoxy(9,6); writel(index)
end;
’E’ ! writexposure(expsr’:;
end; (of case)

repeat

case i of

1 : inputstr(description,30,28,6, (#32. .#126].tc);

3 begin
fillchar(t2,si1zeot(t2),0):

t2 = copy(probability,3,3);

inputstr(t2,3,50,8, (#48. .#57) ,tc):

2 ! inputstr(damage,8,23,8, [(#48..#57),tc);

if (length(t2) < 3) and (length(t2) > 0O) then

for 3 = length(t2)+1 to 3 do
insert(’0’,t2,3):
probability := “0.” + t2;
end:;
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4 : inputstr(smallest,8,25,10, {(#48..#57),tc>

S : inputstr(mostlikely,8,49,10, [#48..#57],tc)

7 : begin
fillchar(tl,sizeof(tl1),0
fillchar(t2,s8izeof(t2),0
tl := copy(rankP,1,1):
t2 = copy(rankP,3,3);
inputstr(tl1,1,22,12, (#48
inputstr(t2,3,24,12, (#48
if (length(t2) < 3> and
for jJ := length(t2)+1 to

insert(’0’,t2,3);
rankP = tl + .’ + t2
end;

8 : begin

fillchar(tl,sizeof(tl1l),0

fillchar(t2,sizeof(t2),0
tl := copy(rank@,1,1);
t2 = copy(ranka,3,3’;
inputstr(t1,1,43,12, [(#48
inputstr(t2,3,45,12, (#48
if (length(t2) < 3) and

(Ol i

inputstr(largest,8,69,10, (#48. .#57]),tc);

)3

p)

« #5711 ,tc);
.. #3571 ,tc):;

AEEAE st S ane A

we

we

(length(t2) > 0O) then

3 do

)
)

e ws

. ®#37),tc)
« . #5711 ,tc):

* we

(length(t2) > O

for j = length(t2)+1 to 3 do
insert(’0’,t2,3);
rank@ = tl1 + *,’% + £2
end
end; {of casel
ti I= i;
funckey(tc,1i2;
if (ki1 = 1) and <(chr(ord(tc)»-100> <> “H’)
i =1 + 1
until i1 > 8;
select(’IS RECORD CQRRECT(Y/N»? :’,
[IY)"y)’INI"nI] ,tC):

clearselect
end: (of while}
end:
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o (= deletexposure deletes the current control record
. on the screen, if there are more than two exposures
- in the exposure file and adjusts the index of all
( the successor records. Then it opens the control
file and removes from all the control records the
reference to the deleted exposure. =)
procedure deletexposure( cproblem : atr8; idx : str2 );
var
i,rn,usdr,
t,recno : integer;
’ te : char;
g tdx : atring(2];
o begin
. clearframe;
usdr = usedrecs(filel):;
if wusdr = 2 then
. begin
R message(’SYSTEM REQUIRES 2 EXPOSURES AT LEAST’);
' wait
. end
R else
: begin
R nessage(’ sxsss»x DELETING EXPOSURE ‘+idx+’ wewswss’);

deletekey(indexl,rn, idx);

L deleterec(filel,rn):

recno := strtointd(idx);

usdr := usedrecs(filel);

if recno <= usdr then

with expsr do

begin )

) fillchar(tdx,sizeof(£dx),0);

L tdx := inttostr(recno+1);

i if length(tdx) = 1 then

. insert (0’ ,tdx,1);

lj findkey(indexl,rn,tdx);

: repeat
getrec(filel,rn,expsr);
t = gtrtointdindex)> - 1

_ index := inttostr(t):

3 if length(index?> = 1 then
insert(’0’,index,1);

putrec(filel,rn,expsr);

. deletekey(indexl,rn, tdx):

o addkey(indexl,rn, index):;

nextkey(indexl,rn, tdx)

= until not ok

) end; (of if/with}

closefile(filel);

closeindex(indexl) ;
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with ctrl do
begin
initindex:;
openfile(filel,dr+cproblemr+’.dcl’ ,sizeocf(ctrl));
openindex(indexl,dr+cproblem+’.icl’,sizeof (index),0);
clearkey(indexl);
repeat
nextkey{(indexl,rn, tdx);
if ok then
begin
getrec(filel,rn,ctrl);
for 1 != recno to usdr do
begin
effect(il] := effect(i+l];
end; (of for)
fillchar(effectl(i+1],6,0);
putrec(filel,rn,ctrl);
end
until not ok:
closefile(filel);
closeindex(indexl)
end; {(of with}
initindex;
openfile(filel,dr+cproblem+’ .dxp’,sizeof(expsr)’;
openindex{(indexl,dr+cproblem+’.ixp”’,
sizeof (expsr.index),0);
end (of else)
end:;

begin (of updatexposure!
exposurefornm;
initindex:
openfile(filel,dr+cproblem+’.dxp’,sizeof (expsr));
expno := usedrecs(filel);
openindex(indexl,dr+cproblem+’.ixp’,
sizeof (expsr.index),0);

fillchar(idx,sizeof(idx),0);
fillchar(expsar,sizeof (expsr),0);
clearkey(indexl);
if next <> 1 then
begin

nextkey(indexl,rn, idx);

if ok then

begin

getrec(filel,rn,expsyr):
writexposure(expsr)

end

else goto cancel
end:
ans := ’ ‘’:
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with expsr do
while ana <> ‘Q’ do
begin
action(’UPDATE EXPOSURES’):
if usedrecs(filel) >= 2 then
begin
select(’A)dd, D)elete, E>dit, N)>ext, Plrevious ’,
‘or Quit:’,(’A’,’D’,’E’,’N’,’P’,’Q"1 ,ans);
clearselect
end
else
ang := ‘A’;

case ans of
A’ : begin
action(“ADD EXPOSURE’);
i1f usedrecs(filel) = maxexp then
begin
cleartirame:;
message(’THE OSYSTEM CANNOT HOLD ANOTHER -,
’EXPOSURE’ »;
wait;
goto cancel
end:;
I0exposure(expsr, ‘A’);
addrec(filel,rn,expsr):
addkey(indexl,rn, index):

idx = index:
findkey(indexl,rn, idx)
end:; -

D’ : begin
action(’DELETE EXPOSURE’):
deletexposure(cproblem,idx);
exposureformnm;
i ¢= strtoint(idx);
clearkey(indexl);
if 1 <= usedrecs(filel) then

findkey(indexl,rn,idx)
else
repeat
nextkey(indexl,rn, 1dx)

until ok

end:

begin
action(’EDIT EXPOSURE’);
getrec(filel,rn,expar):
I0exposure(expsr, "E’);
putrec(filel,rn,expsr)

end:

repeat
nextkey(indexl,rn, i1dx)

until ok:;

IEI

’N;
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‘P’ { repeat
prevkey(indexl,rn, idx)
until ok
end; (of casel

if <(ans in [(’D’,’N’,’P’1) then
begin
getrec(filel,rn,expar);
writexposure(expsr)
end {of if}

end; (of with/while}
t = usedrecs(filel);
if expno < t then
begin

expno = t;

next := 2
end
else

next := 0;
expno = t;

cancel: closefile(filel);
closeindex(indexl);
end;

(#» get directory asks the user to define the drive he/she
wants to use, writes directory in the work area and .

asks for a problem desascription. *)

overlay procedure getdirectory;
label

cancel;
var

i, 3J, number : integer;

tby : real;

ch : char;

idx : stringf(2];

begin
clearproblem:
clearframe:;
message(’DEFINE THE DRIVE YOU WANT TO USE FOR FILES’:
gotoxy(16,16) ;
write(’IT IS BETTER THE DSS TO BE ON A DIFFERENT DRIVE’»
gotoxy(16,18);
write(’ DO NOT USE THE LETTER C IF THERE IS NO HARD DISK'»:
select(’DRIVE A,B,C,D,E or F:’,[#6S..8#70,#97..8#102),ca):
fillchar(dr,sizeof (dr),0):
dr = ch + !’
clearfranme;
action(’DIRECTORY ) ;

..
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openfile(filel,dr+’problem.dta’,sizeof (problem));
if ok then
begin
initindex:
openindex(indexl,dr+ problem.idx’,
gsizeof(problem.problemname) ,0);
clearkey(indexl);
i = 10;
J = 1;
gotoxy(12,7);
write(’CHOOSE ONE OF THE FOLLOWING OR CREATE YOQUR -,
OWN PROBLEM’):
textbackground(l14);
textcolor(0);
gotoxy(15,9);
write(’PROBLEM: ) ;
gotoxy(27,9);
write(’CREATED BY:’);
gotoxy(56,9);
write(’DATE: ‘) ;
textbackground(z);
textcolor(x);
nextkey(indexl,number,problem.problemname) ;

repeat
getrec(filel,number,problem);
gotoxy(1S,1); write(problem.problemname)’;
gotoxy(27,1i); write(problem.creator);
gotoxy(S6,1); write(problem.date);
i =1 + 13
J =3 +« 1;
if (i > 20) and (usedrecsa(filel) > 3)) then
begin
i = 10;
wait;
cleartext
end:;
nextkey(indexl,number,problem.problemname)
until not ok;
gotoxy(21,21);
textbackground(3);
textcolor(0);
write(’ Number of Problems in the Directory: 7,
usedrecs(filel):2);
textbackground(2);
textcolor(x);
closefile(filel);
closeindex (indexl)
end
else
begin
spaceavaillable(tby);
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if tby < 30000.0 then
begin

message(’ THERE

wait;

next = 3;

goto cancel
end;
message(’/ssssss NEW DIRECTORY ®sssssx’);
makefile(filel,dr+’problem.dta’,sizeof (problen));
makeindex (indexl,dr+’problem.idx”’,

sizeof(problem.problemname),0);

IS NOT ENOUGH SPACE ON DRIVE

clogsefile(filel):
closeindex(indexl) ;
end;
initindex:
openfile(filel,dr+’problem.dta’,sizeof (problem’);
openindex(indexl,dr+’problem.idx’,
sizeof (problem.problemname) , 0);
action(’GIVE PROBLEM NAME’);
gotoxy«(4,23); :
write(/ENTER THE NAME OF THE PROBLEM:’);
fillchar(cproblem,sizeof(cproblem),0);
fillchar(problem,sizeof (problem),0);
inputstr(cproblem,8,35,23, [(#48..#1261,tc);
cproblem (= upcasestr(cproblem);
adjuststr(cproblem);
findkey(indexl,number,cproblen);
if not ok then
begin
spaceavailable(tby);
if tby < 10000.0 then
begin
closefile(filel);
closeindex(indexl);
clearframe:
message(’ THERE IS NOT
wait:;
next := 3;
goto cancel
end:;
clearselect;
gotoxy(4,23); write(/’ENTER YOUR NAME:’"):
inputstr(problem.creator,25,21,23, [#32..#126],tc);
problem.problemname := cproblem;
problem.creator := upcasestr(problem.creator);
getdate(problem.date);
number := 0O:
addrec(tfilel,number,problemn);
addkey(indexl,number,problem.problemname) ;
closefile(filel):
closeindex(indexl);
expno := O:

ENOUGH SPACE ON DRIVE
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(# get key information about the latest model execution
with problem do

begin

getrec(filel,number,problen);
wcombindex := wcomb:

pcombindex := pcomb;

rcombindex := rcomb:

wtotalcoat := astrtoreal(wtotcost):
ptotalcost = atrtoreal (ptotcost):
rtotalcost := gtrtoreal(rtotcost);

‘closefile(filel);
closeindex(indexl):;
openfile(filel,dr+cproblem+’ .dxp’,sizeof (expsr));
expno := usedrecs(filel);
closefile(filel);
problemfield(cproblem)

end:

cancel:

end:;

BEGIN (OF DATABASE)}
ansg := ‘* ‘;
if flag then
begin
getdirectory;
- if next = 1 then
begin
makeproblem(cproblem);
updatexposure(cproblem,expno);
next 1= 1:
updatecontrol (cproblem,expno)
end:;
if next <> 3 then
flag := false:
next = O;
goto cancel
end:;

while ans <> ‘6’ do
begin
dbasemenu:
select (’SELECT 1,2,3,4,5S or 6 :’,[’1’..’6"1,ans):
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case ans of
1’ : help(’D’>;
’2’ 'begin
getdirectory:;
if next = 1 then
begin
makeproblem{(cproblem);
updatexposure(cproblem, expno);
next = 1;
updatecontrol(cproblem,expno):;
next := O
end
end:;
3’ ! begin
clearframe;
message(’DO YOU WISH TO DELETE THE PROBLEM?’):
select(’TYPE [!t] TO DELETE OR ANY KEY TO -,
CANCEL”’, [#1..#126] ,ans);
if ans = ‘!’ then
begin
deleteproblem(cproblem) ;
flag = true;
next := O;
goto cancel
end:
ans := “~ ’
end:;
begin
updatexposure(cproblem, expno)
- if next = 2 then
begin
updatecontrol (cproblem,expno);
next = O
end
end;
‘S’ : updatecontrol (cproblem,expno)
end {(of casel
end; {(of while}
cancel:
END:;

I4I
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(* MODEL.DSS »)
(= »)
(= This is the model execution part of the system. The #)
(= user can select one or more statistical methods for ®)
(= the model run. ")

(» )
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overlay procedure model;
label
cancel,cont;
var
ans, tans,ch
flagl,flag2

char;
boolean:

method : stringl(2];

expdanm : arrayl(l..maxexpl of real:;
i,rn,ctrlno : integer:

i1dx . atring(2]1;

maximum : stringl10];

benefit,

u,y,t : real;

(*» weightedprobability computes the expected cost for

each exposure of the exposure file. *)
overlay procedure weightedprobability:
begin

initindex:
openfile(filel,dr+cproblem+’.dxp’,sizeof (expsr));
openindex(indexl,dr+cproblem+’.ixp”’,
sizeof (expsr.index) ,0);
clearkey(indexl);
fillchar(expdam,aizeof (expdam),0);
fillchar(expsr,sizeof (expsr),0);
totaloss := O:
with expsr do
repeat
nextkey(indexl,rn, idx)
if ok then
begin
getrec(filel,rn,expsar):
1 := strtoint(index):;
expdam({i1] = gstrtoreal (damage) =»
strtoreal (probability);
totaloss = totaloss + expdam(il;
end
until not ok:
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closefile(filel);
closeindex(indexl)
end:

(# pertmethod computes the expected cost for each exposure
of the exposure file, using the P.E.R.T. method *)
overlay procedure pertmethod:;
begin
fillchar(expar,sizeof (expsr),0);
initindex;
openfile(filel,dr+cproblem+’.dxp’,sizecf (expsr));
openindex(indexl,dr+cproblem+’.ixp’,
sizeof (expsar.index),0);
fillchar(expdam,sizeof (expdam),0);
clearkey(indexl);
totaloss := O;
with expsr do
repeat
nextkey(indexl,rn,idx);
if ok then
begin
getrec(filel,rn,expsr);
i != strtoint(index);
expdam(il] := (gtrtoreal(smallest) =+
4 » gtrtoreal(mostlikely)
+ atrtoreal(largest)) / 6;
totaloss := totaloss + expdamlil
end
until not ok;
closefile(filel);
closeindex(indexl)
end;

(¢« rankingmethod computes the expected cost for esach
exposure of the exposure file, using the Ranking
method. *)

overlay procedure rankingmethod:;

begin

initindex:
openfile(filel,dr+cproblem+’ .dxp’,sizeof (expsr)):;
openindex(indexl,dr+cproblem+’.ixp’,

sizeof (expsr.index),0);
clearkey(indexl);
fillchar (expdam,sizeof (expdanmn),0);
fillchar(expsr,sizeof(expsr),0);
totaloss := O;
y = 1ln(l0);
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with expsr do

repeat
nextkey(indexl,rn, idx):;
if ok then

begin
getrec(filel,rn,expsr):
u = y * (strtoreal{rankP) + strtoreal(rank@ - 3);

i = strtoint(index):
expdamiil] = exp(u) / 4.0;
totaloss := totaloss + expdam(i]
end

until not ok;

closefile(filel);

closeindex (indexl)

end;

(» effectivecontrol computes the effectiveness for each
control activity in the control file. If the control
is an effective one then it is loaded in memory for

subsequent computation. =)
overlay procedure effectivecontrol;
begin
initindex;

openfile(filel,dr+cproblem+’.dcl’,sizeof(ctrl));
openindex(indexl,dr+cproblem+’.icl’,sizeocf(ctrl.index),0);
clearkey(indexl);
fillchar(ctrlmatrix,sizeof(ctrlmatrix?,0);
fillchar(ctrl,sizeof(ctrl)>,0);
fillchar(comb,sizeof(comb),0);
ctrlno = 03
totalcost := O:
with c¢ctrl do
repeat
nextkey(indexl,rn,idx);
if ok then
begin
benefit = 03
getrec(filel,rn,ctrl):
for i := 1 to expno do
benefit := benefit + strtorsal(effect{il) =
expdam{1];

if benefit > strtoreal{cost) then
begin
ctrlno := ctrlne + 1;
ctrimatrix(ctrlinol := ctrl:;

totalcost := totalcost + strtoreal(cost):
comblctrlno) := index

end

aelse

begin
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message(” CONTROL ‘+ copy(description,l,
length(deacription))+”’ IS NOT EFFECTIVE’):
delay (2000);
clearmessage
end
end

until not ok;

clogefile(filel);

closeindex(indexl);

end:;

(= controlsets generate all the possible control sets
and updates the problem record in the directory of
the system. It has the ability also to create and

delete the set files. *)

overlay procedure controlseta(maxcost : real):

label }
cancel;

var

i,J,k,l,maxcomb,p,rn ! integer:
cost,value,seff, tby,

filebytes, indexbytes ! real;

combination : array(l..maxctrl]l] of char;

(# binary converts a decimal number to its binary
representation. Its purpose is to generate the

combinations of the control activities. =)
procedure binary(k ! integer);
var

3 ¢ integer:;
begin

for 3 = 1 to ctrlno do

begin ’ '

if k mod 2 <> O then
combinationf{jl] := ‘1~
else
combination(3jl := “0’;
k 1= k div 2
end {(of for}
end;

begin
maxcomb := round(exp(ln(2) # ctrlno’)> - 1;

(# computed the size in bytes of the set file )
filebytes = (gsizeof(gst) » 1.0) = maxcomb:
indexbytes = (((sizeof(st.Ck)> + S)» (order+3) » 1.0) =»
maxcomb) /order:
(#» ask the available bytes of the specified drive =)
spaceavallable(tby);
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if tby < (filebytes+indexbytes) then
begin
message(’THERE IS
flag2 := true;
goto cancel
end;
textbackground(3);
initindex;
makefile(filel,dr+cproblem+’.’+method+’dt’ ,sizeocf (st));
makeindex(indexl,dr+cproblem+’ .’ +method+‘’ic’,
saizeof(at.Ck)>,1);

NOT ENOUGH SPACE ON DRIVE’+dr);

p := O;

with st do

for i := 1 to maxcomb do
begin

fillchar(st,sizeof(st),0);
fillchar(combination,sizeof (combination),0);
binary(i):

coat = 0.0;

for j = 1 to ctrlno
if combination(3jl =

do

‘1’ then

cost = cost + strtoreal(ctrlmatrix{jl.cost);
if maxcost >= cost then
begin
value := 0.0:
for 3J := 1 to expno do
begin
seff := 0.0:
for 1 := 1 to ctrlno do
if combinationil] = ‘1’ then
seff (= seff + (1 - seff) =
strtoreal(ctrlmatrix(l].effect(3jl);
value = value + seff * expdam(j]
end; (of for 3}

(#» Keep only the effective control sets %)

if wvalue > cost then
begin
1l 2= O:
for 3J := 1 to ctrlno do
if combination(3jl = “1° then

begin
l == 1 + 1;
satcomb(l]) = ctrilmatrix{jl.index
end:;
p = p *+ 1;
gotoxy(31,21); write(’Number of
str(value:l0:0,Vk):;
str((totalosas - value):10:0,Lk):
str(cost:10:0,Ck):
str((value - cost):10:0,Nk);
str((totaloss - value + cost)»:10:0,TCk);

Sets S .pidd;
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. str((value / cost):5:4,BCR):;

if strtoreal(BCR)> < 10.0 then
insert(’ ’,BCR,1):;
addrec(filel,rn,st);
addkey(indexl,rn,Ck);
end
end
end; (of for i}
gotoxy(31,21>; write(conststr(’ ’,20));
if vusedrecs(filel) = O then
begin
closefilae{(filel):
closeindex(indexl):
asaign(fl,dr+cproblem+’.’+method+"dt’);
erase,.fl):;
assign(fl,dr+cproblem+’ .’ +method+ ic’);
erasa(fl)
end
else
begin
closefile(filel);
closeindex(indexl); :
if totalcost > maxcost then
totalcost = maxcost:;
case method of
‘w’ ! begin

wcombindex := comb:;
problem.wcomb := comb;
wtotalcost := totalcost:

str(totalcost:10:0.problem.wtotcbst):
adjustastr(problem.wtotcost)

end;
‘’p’ ! begin
pcombindex t= comb;
problem.pcomb = comb;
ptotalcost := totalcost:

atr(totalcost:10:0,problem.ptotcost);
adjuststr(problem.ptotcost’

end:
‘r’ ¢ begin
rcombindex := comb:
problem.rcomb = comb:;
rtotalcost := totalcost:

str(totalcost:10:0,problem.rtotcost);
adjuststr(problem.rtotcosat)
end
end; (of case}
openfile(filel,dr+ ' problem.dta’,sizeof (problem));
openindex(indexl,dr+’problem.idx”’,
sizeof (problem.problemname) ,0):

findkey(indexl,rn,cproblem):;
putrec(filel,rn,problem);
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closefile(filel);
closeindex(indexl)

end;
cancel: textbackground(z)
end:;
BEGIN {OF MODEL}
ans HE ARG
flagl := false:
while ans <> ‘6’ do
begin
if not flagl then
begin

nodelmenu;
select (’SELECT
clearframe;
tans := ans

1,2,3,4,5 or &6 !/,

end;
if ans = ‘5’ then
begin
flagl := true;
ans (= ‘0Q’;
tans := 2’
end;
ch = #0;
case tanas of

: help(’0’);

‘2’ ! begin

method = ‘w’;

action(’MODEL / WEIGHTED METHOD’);
end;
begin

method = ‘p”’;

action(“"MODEL / P.E.R.T. METHOD’>;
end;
begin

method := ‘r’;

action(’ MODEL / RANKING METHOD’):

flagl := false
end;

‘6’ : goto
end; (of case}
if tans in (’2’..’5’]
begin

openfile(filel,dr+cproblem+’.’+method+ dt”’,
sizeof(st));

’3[

I4I

cancel

then

if ok
begin
closefile(filel);
message(’THERE I35 ALREADY FILE FOR THAT METHGQD’)
select ("SELECT D)elete, R)un or any key to cancel:’
(#1..#1261,ch);

then
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clearmessage:;

clearselect;
end;
if c¢ch 1in [(’D’,’R’,#01] then
begin
if ¢h in (’D’,’R’] then
begin

assign(fl,dr+cproblemn+’.’+method+’dt’);

erase(fl);

assign(fl,dr+cproblem+’.’+method+’ic’);

erase(fl)

end:

if c¢ch = ’D’ then
goto cont;

case tans of

*2’ : weightedprobability;
*3’ ! pertmethod;
‘4’ : rankingmethod

end:;

effectivecontrol;
if totalcost < 1.0 then
begin

message(” CANNOT COMPUTE SETS WITHOUT EFFECTIVE -
*CONTROLS ")

wait;
goto cont
end;
if ctrlno = 1 then
begin
message(’CANNOT COMPUTE SETS WITH

Ve s

wait;
goto cont
end:
if totaloss > totalcost then
t := totalcost
else
t := totaloss;
gotoxy (20, 8);
write(’Total Damage Due To Exposures

totaloss:

gotoxy(20,10);
write(’Coat to Implement All Controila

gotoxy(13,14);
write(’Give The Maximum Amount You Want

gotoxy(29,15); write(’or press Enter
gotoxy(30,17); wraite(’MAXIMUM : s°):
str(t:10:0,maximum)

adjuststr (maximum);
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clearframe;
meassage(’PLEASE WAIT’);
controlsetas(strtoreal (maximum));
if £flag2 then
begin

flag2 := false;

goto cont

end;
clearmessage
end
end;
cont: if flagl then
begin
tana := chr(ord(tans)+1l);
clearmessage
end
end; (of while)
cancel:

END;
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(lillllllll'llll"llllllilllll&ll&l&lll&ll&!l&ll&ii&l'llﬁ&l)
(» *)
(= SENSANAL.DSS %)
(» »)
(# This is the sensitivity analysis part of the systemn. *)
(# It consists of procedures for control strategy =)
(» selection, graphics and report printouts. »)
(» »* )

(ll&‘I'&l‘¥i‘lIlli&ll'Illlliill&i‘ﬁiil.l&“lll“i&“l'&‘li‘&)

.overlay procedure senasitivityanalysis;
var
a,b ¢ plotarray:;
i,3,k,rn,ctrlno,
maxNKrn,maxBCRrn :! integer;:

maxNk, maxBCR,
low,high, key : atring(10];
. idx ! string(21;
*i v ans,method, tc : char;
y
4 (» inputlimits prompts the user to give the desired cost
range within which the set files will be searched. *)
procedure inputlimits;
- - begin :
" clearframe;
F case method of

‘W’ ! totalcost
‘P’ ! totalcost
‘R’ ! totalcost
end;
clearkey(index2);
nextkey(index2,rn, key);

getrec(file2,rn,st);

adjuststr(st.Nk);

adjuatastr (at.TCk);

totaloss != strtoreal(st.Nk) + strtoreal(st.TCk);
gotoxy(19,7);

wtotalcost;
ptotalcost;
rtotalcost

write(’Total Damage Due To Exposures :’,totaloss:10:0);
gotoxy (19,9 ;
write(’Maximum Cost in the Set File :’,totalcoat::10:0);

gotoxy(12,15);
write(’Give the Cost Range over which the Search will be
done! ")

gotoxy(29,17); write(’Low Limit ! $7);
gotoxy(29,19); write(’High Limit :
repeat
f£illchar(low,10,0);
fillchar(high,10,0);

[
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5l
¥
!
. textbackground(14);
- textcolor(0);
3 gotoxy(44,17); write(conststr(’ ’,10));
gotoxy(44,19); write(conststr(’ “,10));
- inputstr(low,10,44,17,[’0’..’9’],tc);
- inputstr(high,10,44,19,(’0’..”’9’],tc);
if strtoreal(high) <= atrtoreal(low) then
. begin
N meassage( CHECK YOUR ENTRY. "HIGH' MUST BE GREATER
*THAN "LOW*"’);
wait:
clearmessage
end
until strtoreal(high) > strtoreal(low):
while 1length(low) < 10 do
ingert(’ ‘,low,1l):
while 1length(high) < 10 do
insert(’ ‘,high,1);
(# use opens the files most commonly used in the
{ sensitivity analysis process. *)
v procedure use(cproblem ! str8; method : char):;
begin
initindex;
openfile(filel,dr+cproblem+’ .,dcl’,sizeof(ctrl));
openindex(indexl,dr+cproblem+’.icl’,sizeof (ctrl.index),0):
openfile(file2,dr+cproblem+’ .’ +method+’dt’,gsizecf(st));
openindex(index2,dr+cproblem+’.’+method+‘ic”’,
-, . gsizecf(st.Ck),1);
N end;
(# closefiles closes files opened with the use procedure »)
[ procedure closefiles;
- begin
. closefile(filel);
S closeindex(indexl):
- closefile(file2);
;‘ closeindex(index2)
Q end:
zQ overlay procedure controlatrategy:
-~ label
5 cancel;
var
tloss ! real;
title : stringl(60];
begin
. ans := ‘’* ‘3
~. while ans <> ‘4’ do
begin
- 131
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controlstrategymenu;
select(’SELECT 1,2,3 or 4 : ’,(’1’..°’4’1] ,ans);
if ans = ‘1’ then
help(’B’)
else
while ans <> ‘4’ do
begin
clearframe:;
select (’SELECT W)eighted, P).e.r.t, R)>anking
or Quit:’,(’W’,’P’,’Q°,”R’] ,method);
clearselect;
if method = ‘@’ then goto cancel;

openfile(filel,dr+cproblem+’.’+method+‘dt”’,
sizeof(gat));
if not ok then
begin
clearframe;
message(’YOU MUST RUN THE MODEL FIRST’);
wait;
goto cancel
end:
fillchar(maxNk,10,0);
fillchar(maxBCR,10,0):
case method of
‘W’ ¢ title := ‘WEIGHTED METHOD: ~
P’ ! title := ‘P.E.R.T. METHOD: ~’
‘R’ ¢ title := ‘RANKING METHOD: “
end; ({(of case)
clogefile(filel):
use(cproblem,method);
inputlimits;
key 1= low;
searchkey(index2,rn, key);
if ok and (key <= high) then
with 8t do
begin
repeat
getrec(file2,rn,st);
adjuststr (Nk);
adjuststr (BCR) ;
if strtoreal(Nk) > strtoreal (maxNk) then

wr s wa

begin
maxNk := Nk:
maxNkrn := rn
end;
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strtoreal (BCR) >

if

begin
maxBCR HE
maxBCRrn :=
end;
nextkey(index2,rn, key)

BCR;
rn

until not ok or (key > high);

if ans = ‘2’ then

begin
title 2= title + °‘THE MOST EFFECTIVE SET’:
rn = maxNkrn

end;

if ans = 3’ then

begin
title := title + “THE MOST COST EFFECTIVE SET’:;
rn = maxBCRrn

end:

clearframe;
fillchar(at,aizeof(st),0);
gotoxy(10,6); write(title);
getrec(file2,rn,sat);

] =7
for 1 := 1 to maxctrl do
if setcomb(il <> ‘’’ then
begin

] =3+ 1;

findkey(indexl,rn,setcomblil);
getrec(filel,rn,ctrl);
gotoxy(10,3); write(’CONTROL ~’

strtoreal (maxBCR)

,idx,’: *,

ctrl.description)

end:
if 3+8 > 21
begin
wait;
clearframe;
j 2= 7
end;
gotoxy( 3,3+2);write(’Value
gotoxy(43,3)+2);write(’Cost
gotoxy(
gotoxy (43, 3J+3);;write(’Total Expected
gotoxy(25,3+5);;write(’Benefit Cost
gotoxy(12,3+7);

then

of Control Set
of Control
3,3+3);write(’Total Expected Benefit:’,Nk)

Set

Cost
Ratio

then

HEGIA VAT
:7,CkD
¢’ ,TCk>
:’,BCR

write(’Prior Expected Damage Due to Exposures:’,
totaloss:i8:0);
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adjuststr(Vk);
tloas := totaloss - strtoreal (Vk);
gotoxy(12,31+8);
write(’Post Expected Damage Due to Exposures:’,
tloss:8:0);
wait;
clogefiles
end (of if/with)
else
begin
message(’THERE IS NO ANY SET WITHIN THAT RANGE’):;
wait

end
end: (of whilel
cancel:
end (of while}
end;

(‘7 Pos ¥
o
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AN overlay procedure graphics;

- label

T cancel;

‘al var

o ans : char;

title : stringl(16];
currentaction ! string(40];
Yimin,Ylmax, '
Y2min,Y2max,

templ, temp2,
prevCk, prevBCR,

prevTCK : real;
bestsetl,

bestaset2,1i ¢ integer;
flagl,flag2 tboolean;

(« computegraph computes the values of the plotarrays
which will be used by the makegraph procedure to
draw the graphs. *)

overlay procedure computegraph;

4 var

"u ti : integer;

- begin

if flag2 then

ti := MaxPlotGlb
else

ti = 24;
use(cproblem,method) ;
inputlimits;
massage(’PLEASE WAIT FOR THE PREPARATION OF THE GRAPH’);
i 1= 0O
key 1= low;
searchkey(index2,rn,key):
Yimin := S9.99E+20;

Yimax := 0.0;
Y2min = 9.99E+20;
Y2max := 0.0:

if ok and (key <= high) then
with st do
begin
repeat
if 1 <€ ti then
begin
getrec(file2,rn,st);
adjuststr(key);
adjustsastr (BCR);
adjuststr (TCk) ;
templ := strtoreal (BCR);
temp2 = strtoreal (TCk);
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N if strtoreal(key) = afi,1] then
N begin
SO if templ > ali,2] then
i ali,2] := templ;
S ( if temp2 < bli,2] then
SR bli,2]1 := temp2
- end
else
- begin
S i t= 1 + 1;
3 ali,1] := astrtoreal (key):;
L bli,1) := strtoreal (key);
o0 afi,2] := templ;
o b(i,2] := temp2
oo end;
if VYimax < templ then
X begin
ChGR Yimax := templ;
. bestsetl := rn
X end;
- if Y1imin > templ then
R Yimin = templ;
if Y2min > temp2 then
T begin
.'EF Y2min := temp2;
ARES bestset2 := rn
: end;
2 if Y2max < temp2 then
{ Y2max = temp2
end;
oo nextkey(index2,rn, key)
S until not ok or (i = ti) or (key > high);
SR if (i = ti) and (key < high) and ok then
S begin
) high := key:

message(’Cannot Graph All Sets. Cost Range Has Been’,
’ Adjusted’>

e

. wait
- end
5 end {(of if/with}
J - else
ff begin
S mossage(’ THERE IS NO ANY 3SET WITHIN THAT RANGE’);
AN flagl := true;
Ai;' wait;
b clearframe
- end
F*Tf end:
s
--‘ —;' '.
o
.
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- 136
b
J

B4 T e e te

. R T .
P U A T A AU




Lanre AP R ¢ T T T e W e T ey
T

overlay procedure makegraph:;
var
h] : integer;
step ! real;
nuntext : string(7];
begin
i£f i < 2 then
message( CANNOT MAKE GRAPH WITH LESS THAN 2 SETS’)
else
begin
initgraphic;
setbreakoff;
setmessageoff;
setlineatyle(0);
setforegroundcolor(0);
(» draw the first graph (upper left side) #)
definewindow(1,0,0,trunc(Xmaxglb/1.5),trunc(¥Ymaxglb/2>);
defineheader (1, BENEFIT COST RATIO VS COST FOR ‘+title);
if flag2 then
begin
defineworld(l,a{1,11/1.02,Y1imin/1.1,al(i,11=1.02,
Yimax=1.1);
selectwindow(1l);
selectworld(l);
setheaderon:
setbackground(0);
drawborder;
drawaxis(9,9,0,0,0,0,0,0,false);
drawpolygon(a,1,1i,4,1,0)
end
else
begin
defineworld(l,a(l,11,Y1lmin/1.1,ali,1]),Yilmax*1.2);
selectwindow(l);
selectworld(l);
setheaderon;
setbackground(0);
drawborder;
drawhiastogram(a,i,true,4);
drawtextW(al(l,1l),Y1lmax*0,.07 + ¥Y1lmin/1l.1,1,

i ‘Coata below are in Thousands of Dollars (rounded)’);
o fillchar(numtext,sizeof (numtext),0);

b} step := (afli,ll-afl1,11> / i;

o5 for j := 1 to i do

t? begin

E‘ str(round(alj,1]1/1000) :7,numtext);

F‘ adjuststr (numtext) ;

At drawtextW(al(l, 1]¢step’(3 1,Y1max*0,18+Y1mins/1.1,1,
. # ’+ copy(numtext,l,length(numtext)))
. end

" end;

b .
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j (» draw the second graph at the lower left side
: of the acreen. =)
definewindow(2, trunc(Xmaxglb/3),trunc(Ymaxglb/2),
Xmaxglb, Ymaxglb):;
defineheader (2, TOTAL EXPECTED COST VS COST OF CONTROL’,
/7 ’+ title):;
if £flag2 then
begin
flag2 := falae;
defineworld(2,bl(1,11/1.02,Y2min/1.02,bl[i,11%1,02, :
YZ2max®l.02);

selectwindow(2);
selectworld(2);
setheaderon;
setbackground(0);
drawborder;
drawaxis(9,9,0,0,0,0,0,0,false); !
drawpolygon(b,1,1i,4,1,0)
end
else
begin
defineworld(2,bl(1,1]1,Y2min/1.1,bii,1l],Y2max*1.2);
selectwindow(2);
selectworld(2);
setheaderon;
setbackground (0);
drawborder;
drawhistogram(b,i,true,4);
drawtextW(b[1l,1],Y2max%0.07 + Y2min/1.1,1,
‘Coats below are in Thousandas of Dollarsa (rounded)’):
fillchar(numtext,sizeof (numtext),0);
step = (bli,113-bI(1,11) 7 1i:
for 3 :=1 to i do
begin
str(round(b(3,11/1000):7,numtext);
adjuststr(numtext);
drawtextW(b(l,l1]l+astep»(3j-1),Y2max»0,18+Y2min/1.1,1,
’ ’+ copy(numtext,1l,length(numtext)))
end
end;
gotoxy(55,1); write(’GRAPHS OVER THE RANGE:’);
gotoxy(59,2); write(’Low :’+ low):;
gotoxy(59,3); write(’High:i:’+ high);
gotoxy(55,4); write(’Number of Sets :”’,i1:3):;
getrec(file2,bestsetl,st);
adjuststr (st .BCR);
adjuststr(ast.Ck);
gotoxy(60,8); write(’<<== THE BEST SET ’);
gotoxy(59,9); write(’BCR * ’,st.BCR);
gotoxy(59,10); write(’Cost of @aet . ‘,at.Ck):
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getrec(file?2,bestset2,st);
adjustatr(st.TCk);
adjuststr(st.Ck);
gotoxy(5,18); write(’THE BEST SET ==>>’);
gotoxy(1,20); write(’Expected cost: ’,at.TCk);
gotoxy(1l,21); write(’Coat of aget: ’,st.Ck);
gotoxy(l,24); write(’press any key ...’);
setforegroundcolor(2);
read(kbd, ans);
leavegraphic;
textmode;
textcolor(x);
makeframe;
problemfield(cproblem);
action(currentaction);
putdate

end:;

closefiles;

end;

begin { of graphics}

ans = :
flagl := false;
flag2 = false;

while ans <> ‘4’ do
begin
graphicsmenu;
select (' 3ELECT 1,2,3 or 4 ¢ ’,(’17,..74’] ,ans’;
if ans = ‘1’ then
help(’G’)>;

while (ans <> ‘1’) and (ans <> “4’) do
begin
select (SELECT W)eighted, P).e.r.t, R)>anking
or Quit: ’,[(’W’,’P’,’Q°’,’R’] ,method);
if method = ‘Q’ then goto cancel;
openfile(filel,dr+cproblem+’.’+method+’dt”’,
sizeof(st));

if not ok then
begin
clearframe;

message(’YOU MUST RUN THE MODEL FIRST’>:;
wait;

goto cancel
end;
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if ok then
begin
if usedrecs(filel) < 2 then
begin
clearframe;
nessage(’CANNOT MAKE GRAPH

closefile(filel);
wait;
closefile(filel);
goto cancel
end;
closefile(filel);

case method

WITH LESS THAN
SETS’):;

2

sw’ : title := ‘WEIGHTED METHOD ’;
*ps : title := ‘P.E.R.T. METHOD ’;
'R’ : title := “RANKING METHOD ’;
end (of casel
end; (of if ok}
case ans of
2’ : begin
currentaction := “GRAPHICS / CURVE’;
action(currentaction);
flag2 = true;
computegraph;
if not flagl then
makegraph;
flagl = false;
ans =z ‘2’
end;
’3’ ! begin
currentaction == *GRAPHICS s HISTOGRAM’;
- action(currentaction);
o computegraph;
XA if not flagl then
e makegraph;
o flagl := false;
9 ans := ‘3’
e end
T end (of case)
a end; (of while)
e cancel:
S ad end {(of while)
f .t end;
O
..
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overlay procedure printfiles;
var
ans : char;

overlay procedure controleffectable;

var
header : stringt80];
idx : stringl(2];
i : integer;
begin

action(’PRINTER /7 CONTROL TABLE’);

fillchar(ce,sizeocf(ce),0);

fillchar (header,sizeof (header),0);

writeln(ist,#12,’ D EC I S I O N SUPPORT ~/,

S YS TE M’ :62)>;

writeln(lst,conststr(’-’,47):63);

writeln(lst);

writeln(lst,’COST EFFECTIVENESS ANALYSIS’:54);

writeln(lst,’FOR”:41);

writeln(lat, CONTROL & SECURITY OF COMPUTER ~*,
*SYSTEMS’ :62);

writeln(lat);

writeln(lst);

writeln(lst,  CONTROL ACTIVITIES FOR WORK ’+cproblem);

openfile(filel,dr+cproblem+’.dcl’,sizeocf(ctrl));
openindex(indexl,dr+cproblem+’.icl”’,
sizeof(ctrl.index),0);
ctrlno := usedrecs(filel);
clearkey(indexl);
header := ‘EXPOSURE | ‘s
i 1= 0O;
repeat
nextkey(indexl,rn, idx);
if ok then
begin
i 1= 1 + 1;
getrec(filel,rn,ctrl);
writeln(lst,ctrl.index,”’ ’,ctrl.description);
celil] := ctrl.effect:
ccl(i] := ctrl.cost;
header := header + ctrl.index +~ '
end
until not ok:
closefile(filel);
closeindex(indexl);
writeln(lsast);
writelnd(lst);
writeln(lst,” EXPOSURES FOR WORK ’+cproblem):

|
|
|
|
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openfile(filel,dr+cproblem+’ .dxp’,sizeof (expsr));
openindex(indexl,dr+cproblem+’.ixp’,
aizeof (expar.index),0);

clearkey(indexl);
repeat
nextkey(indexl,rn,idx);
if ok then
begin
getrec(filel,rn,expsr);
writeln(lst,expsr.index,’ ’,expsr.description)
end
until not ok:;
clogsefile(filel);
closeindex(indexl);
writeln(lst);
writeln(lst);
writeln(lst);
writeln(lst,constastr(’=’,80));
writeln(lst, EFFECTIVENESS OF CONTROL a(i) ON EXPOSURE °‘,
‘e(i)’ 170> ;
writeln(lst,header):
writeln(lst,congtstr(’-’,80));
for i != 1 to expno do
begin
write(lst,i:6,”’ HED B+
for j := 1 to ctrlno do
write(lst,cel)j,11:6,° *); N
writeln(lst);
end:;
writeln(lat):;
write(lst,’COST adi)i*);
for i := 1 to ctrlno do
write(lst,strtoreal(ccl(il):6:0,’ ‘>
writeln(lst);
writeln(lst,conatatr(’=’,80))
end:

overlay procedure exposuretable:;

begin
action(’PRINTER / EXPOSURE TABLE’);
writeln(lst,#12, DECISION SUPPORT SYSTEM’ :53);
writeln(lst,conststr(’-’,47):63);
writeln(lst);
writeln(lat,” COST EFFECTIVENESS ANALYSIS’:54);
writeln(lst,’FOR’:41);
writeln(lst,’CONTROL & SECURITY OF COMPUTER

SYSTEMS.’ :62);

writeln(lsat):;
writeln(lst):
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writeln(lst,’ EXPECTED LOSSES CAUSED BY EXPOSURES FOR WORK~’
+’ ’s+cproblem:66);
i = 9;
writeln(lst);
writeln(lst);
writeln(lat);
openfile(filel,dr+cproblem+’ .dxp’,sizeocf(expsr));
openindex(indexl,dr+cproblem+’.ixp’,
sizeof (expsr.index) ,0);
writeln(lst,’THE WEIGHTED METHOD’ :48);
writeln(lst,conatstr(’=’,80));
writeln(lst,  POTENTIAL ERRORS’:37,” AMOUNT OF~’:28,
*PROB/TY OF’:15):
writeln(lst,’ DAMAGE’ 164, QCCURENCE’ :13):;
writeln(lst,conatstr(’-/,80));
clearkey(indexl);
] 2= 17;
with expsr do
repeat
nextkey(indexl,rn, idx);
if ok then
begin
J =3 + 1
getrec(filel,rn,expsr):;
k ¢= 50 - length(description):
writeln(lst, index,”’ ’,description,conststr(’ Lk,
damage:1ll,probability:12)
end
until not ok;
writeln(lst,conststr(’=’,80));
i 2= 3 -1 + 2;
if 3 + i > 56 then
write(lst,#12);
writeln(lst);
writeln(lst):
writeln(lst):
writeln(lst,’THE P.E.R.T METHOD’:48);
writeln(lst,conststr(’=’,80));
writeln(lst,” POTENTIAL ERRORS’:37,”AMOUNT OF DAMAGE’:37):
writeln(lst,’smallest’:61,’m.likely”:10,’largest’:9);
writeln(lat,constatr(’-,80));
clearkey(indexl);
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with expsr do
repeat
nextkey(indexl,rn, idx);
if ok then
begin
getrec(filel,rn,expsr):;
k := 50 - length(description);
writeln(lst, index,’ ’ ,daescription,constatr(’ ‘L,k),
smallest:8,mostlikely:10,largest:9)>
end
until not ok;
writeln(lst,constatr(’=‘,80));
writeln(lst);
writeln(lst);
writeln(lsast);
writeln(lst,’ THE RANKING METHOD’ :148);
writeln(lst,conststr(’=’,80));
writeln(last,’POTENTIAL ERRORS’:37,

ESTIMATION OF PROBABILITY’ :42):
writeln(lst, OF OCCURENCE AND DAMAGE’:78):;
writeln(lst,’ Rank P’:65,’Rank Q’:11);
writeln(lst,constgtr(’-7,80)):
clearkey(indexl);
with expsr do
repeat

nextkey(indexl,rn, idx);
if ok then
begin
getrec(filel,rn,expsr):;
k := SO - length(description); |
writeln(lst, index,”’ ’ ,description,conststr(’ ‘L, k),
rankP:11,rankQ@:11) |
end ‘
until not ok;
writeln(lst,constatr(’=’,80));
closefile(filel); '
closeindex(indexl) |
end;
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overlay procedure printsetfile;
label
cancel:
var
method : char;
i,J,k,rn : integer;
athd : atring(171;
header : string(80j];
begin

action(’PRINTER / SET FILE’);
fillchar(mthd,sizeof (mthd),0);
fillchar (header,sizeof (header) ,0);
fillchar(comb,sizeof (comb),0);

select (’SELECT

case method of
‘W’ ! begin
mthd
comb
end;
begin
athd
comb
end;
begin
mthd
comb
end
end; {(of casel

Ipl

ee ae
n u

’Rl

Land aee e ara m gk AN oS gt I 68 SR S Sl st S i Al vl Sel sl il el Rl SRS B S S Eh G gl R A L A R |

W)eighted, P).e.r.t or R)>anking HE
{(’w’,’P’,’R’]1,method);

‘WEIGHTED METHOD: ~“
wcombindex

‘P.E.R.T. METHOD: ~*
pcombindex

“RANKING METHOD: ~
rcombindex

openfile(filel,dr+cproblem+’ .’ +method+’dt’,sizeocf(st));

if not ok then

begin

message(’THERE IS NO FILE FOR THE ‘+mthd):

goto cancel
end
alse

closefile(filel):

write(lst,#12);
writeln(lst);
writeln(lst);

writeln(lat,’D E C I S I O N

writeln(lst,conststr(’-’,47):63

writeln(lst):;

writeln(lst,’COST EFFECTIVENESS ANALYSIS’:54)

S UPP R T
SYST M’i62);
);

..

writeln(lst,’FOR’:41);
writeln(last,’ CONTROL & SECURITY OF COMPUTER

writeln(lst):

SYSTEMS.’ 162>




- writeln(lst):

. writeln(lst,mthd+ CONTROL SETS FOR WORK ‘+cproblem:62);

writeln(lat);

writeln(lst):

” writeln(lst,” CONTROL ACTIVITIES USED BY THE CONTRGL

W SETS:”);

o openfile(filel,dr+cproblem+’.dcl’,sizeof(ctrl));
openindex(indexl,dr+cproblem+’.icl’,sizeof(ctrl.index),0);
clearkey(indexl);

. ] = 14;

for {1 := 1 to maxctrl do

if comblil <> *~ then

begin

findkey(indexl,rn,comb({il);
if ok then

begin
- getrec(filel,rn,ctrl);
- writeln(lst,ctrl.index,’: ‘,ctrl.description);
2 J =23+ 1
- end
o end; {of for/if}

closefile(filel);
N closeindex(index1);
- writeln(lst);
writelnd(lst); .
header := ’ CONTROL ACTIVITIES T+
’ VALUE ’+~ COST *+’ EXP.CGOST “+’ BCR’;
writeln(lat,header);
R writeln(lst,conststr(’-’,80));
. openfile(filel,dr+cproblem+’.’ +method+’dt”’,sizeocf(st));
_J openindex(indexl,dr+cproblem+’.’+method+’ic”’,
L sizeof(st.Ck),1);
e clearkey(indexl);
. J =3+ 45
= k = 1;
;o with st do
repeat
nextkey(indexl,rn, idx);
if ok then
=gt begin
Jj =3 + 1
if 3 > 56 then
begin
] = 35;
k 1= k + 1;
write(lst,#12);
write(lat,mthd+” CONTROL SETS FOR WORK ’+
cproblem:350);
L write(lst, page ’:24,k:2);
- writeln(lat):
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writeln(lst);
writeln(lst);
writeln(lst,header);
writeln(last,conatatr(’-’,80))
end;
detrec(filel,rn,st);
for 4 := 1 to maxctrl do
if setcomb(il] <> “’’ then
write(lst,setcombl(il+’,”)
elae
write(lst,”’ ‘)
write(lst,Vk:10,Ck:10,TCk:10,BCR:8);
writeln(lst)
end
until not ok;
writeln(lst):

r
v

N
bt
LS

closefile(filel);
closeindex(indexl);
cancel:

end;

f? begin (of printfiles}

b; ansg = ’* ‘3
o while ans <> ’5’ do
] begin
& printmenu;

y select (SELECT 1,2,3,4 or S :7,[”1’..’9’]),ans);
h if <(ans <> ‘1’) and (ans <> ‘95’) then
- begin
- clearframe;

message(’ TURN YOUR PRINTER ON.’);

= wait

! end;

case ans of

‘1’ ! help(’P’);

’2’ ! exposuretable:

*3” ! controleffectable:
‘4’ ! printsetfile:

end (of case)
end: (of while)
end:;
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BEGIN (OF SENSITIVITYANALYSIS})
fillchar(key,sizeof (key),0);
fillchar(idx,sizeof(idx>,0);

ans = ’ ’;
while ans <> ’5” do
begin

sensanalymenu;
select (’SELECT 1,2,3,4 or S :,0’1’..’S’1,ans);

case ans of

;j 1’ : help(’S’);
x *2’ : controlstrategy:
- 3’ : graphics;
N ‘4’ : printfiles;
v end {of casel

end; (of whilel
s END:
éﬂ
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procedurse
(sI-}
var
fl : text;
line : stringl(80];
1,3 ¢ integer;
begin
assign(£fl,’HELP’+ch+’ . TXT’);
reset(£f1);
if IOresult = 0O
begin
clrscr;
i = O3
while
begin
readln(fl,line):
writeln(line);
i =41 + 1;
if i = 22
begin
wait:
i 1= O;
clrscr
end;
if eof(£fl)
wait
end;
clrscr;
makeframe;
putdate;
problemfield(cproblem)
end
end;

help(ch : char);

then

not eof (£f1) do

then

then
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